MODUL PRAKTEK DEBIAN SERVER

Dibuat oleh : Yudi Firman Santosa, S.T.
Dipersiapkan untuk Latihan Siswa Praktek Ujian Nasional 2012
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Perencanaan Debian Server untuk Gateway (Router), DNS Server, Web Server dan Proxy Server.
Ketentuan :

Konfigurasi Server

1. IP Internet = Sesuai dengan Network yang diberikan ISP (Dalam Contoh
ini [P yang diberikan untuk Debian Server 172.16.1.2/30 dan IP Server ISP adalah 172.16.1.1/30)

2. IPLAN =192.168.50.1/24

3. Gateway = Sesuai Dengan IP yang diberikan oleh ISP (Dalam contoh ini

ditentukan IP Server ISP adalah 172.16.1.1/30)

Konfigurasi Client
1. IPLAN =192.168.50.xxx/24
2.  Gateway =192.168.50.1

Keterangan : xxx merupakan address antara 2 sampai 254

Konfigurasi Proxy Server

1. Sistem Operasi = OS (Linux)
2. Port proxy =3128
3. Cache Manager = nama_peserta@sekolah.sch.id
(Dalam Latihan ini adalah admin@sekolah.sch.id)
4. Visible host = www.sekolah.sch.id
S. Transparant proxy
6. Blocking Site = www.youtube.com , www.facebook.com

Konfigurasi Router
1. NAT =yes

Tambahan Ketentuan :

Hostname = tkjserverO1
Domain = sekolah.sch.id
Sub Domain = 1. sub.sekolah.sch.id

2. mail.sekolah.sch.id
3. www.sekolah.sch.id
User = siswa
Root Password = {Menyesuaikan}
User Password = {Menyesuaikan}



MEMULAI INSTALASI STANDARD

1. Siapkan DVD Debian, hidupkan CPU. Masuk ke BIOS, Atur BIOS agar Boot Order
diarahkan pertama ke DVD-ROM. Masukan DVD Debian 6.0.2.1. Simpan Konfigurasi
BIOS. Restart CPU.

Maka Tampilan awal akan sebagai berikut
Pilih Install

&

ﬁgﬁ

debian

The Universal Operating System

Installer boot menu

Graphical install
Advanced options

2.

Help

Pilih bahasa English

Language:

5

Alhanian

Arabic

Asturian

Basgue

Belarusian

Bosnian

Bulgarian

Catalan

Chinese (Simplified)
Chinese (Traditional)
Croatian

Czech

Danish

English
Esperanto
Estonian
Finnish
French
Galician
German
Greek

<Go Back:

[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also be the default language for the installed sustem.

No localization
Shoip

o

Asturianu
Euskara
Benapyckas
Bosanski
BrArapcKn
Catala

HR 3T (5 )

R ()
Hruvatski
Cestina

Dansk
Nederlands
#lizh
Esperanto
Eesti
Suomi
Francais
Galegzo
Deutsch
ExAnL LK

<Taby moves;

<Enter> activates huttons




3. Pilih Other

1 [!!] sSelect your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language uou selected. Choose "other' if
your location is not listed.

Country, territory or area:

fAntizua and Barbudsa
Australia
Botswana
Canada

Hong Kong
India

Ireland

New Zealand
Nigeria
Fhilippines
Singapore
South Africa
United Kingdom
United States
2 imbahwe

nther

<Go Back:

4, Pilih Benua/Region : Asia

1 [!1!] Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

Select the continent or region to which your location belongs.
Continent or region:

Africa
Antarctica

=]
Atlantic Ocean
Caribbean

Central America
Europe

Indian Ocean
Horth America
Oceania

South America

<0 Back:




5. Pilih Negara : Indonesia

[11] Select your location

The selected location will be used fto set your time zone and also for example to help
select the system locale. Mormally this should he the country where you liwve.

Listed are locations for: Asia. Use the <Go Back: option to select a different continent
or region if your location is not listed.

Country, territory or area:

=]
Iran, Islamic Republic of
Iran
Israel
Japan
Jordan
Kazakhstan
Korea, Democratic People's Republic of
kKorea, Republic of
Kuwait
Kyrgyzstan
Lao People's Democratic Republic
Lebanan
Macao
Maladysia
Mongolia
Myanmar
Nepal
0man

<Go Back:

6. Pilih : Singapore

['] Configure locales

There iz no locale defined for the combination of language and country you have selected.
You can now select your preference from the locales awvalilable for the selected language.
The locale that will be used is listed in the second column.

Country to base default locale settings on:

fantizgua and Barbuda En_AG

Australia en_AU.UTF-8
Botswana en_BEW.UTF-8
Canada en_CA.UTF-8
Hong Kong en_HK.UTF-8
India en_IN

Ireland en_IE.UTF-8
Mew Zealand en_Mz.UTF-8
Wigeria En_NG

Philippines
- g

South Africa

United Kingdom en_GB.UTF-3
United States en_US.UTF-8
Zimbabwe en_ZW.UTF-8

<Go Back:
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7.

8.

9.

10.

Pilih Keyboard Layout : American English

activates buttons

Pilih EthO sebagai Ethernet yang akan dihubungkan langsung ke WAN / Internet.
(Perhatikan merk Ethernet, agar tidak tertukar saat pemasangan kabel WAN atau LAN)

Segera batalkan untuk mendapatkan automatic ip dari DHCP Server. Apabila sudah
terlanjur kembali ke menu sebelumnya.

Saat ini kita akan mengkonfigurasi IP WAN/Internet terlebih dahulu, Pilih Configure
Network Manually



11. Isikan IP WAN yang telah ditentukan oleh ISP dengan : 172.16.1.2

12. Isikan Netmask yang telah ditentukan : 255.255.255.252

13. Isikan IP Gateway Server Debian, yaitu IP Server ISP : 172.16.1.1

14. Isikan Name Server Addresses dengan IP Server ISP : 172.16.1.1



15. Isikan Hostname Server Debian : tkjserver01

16. Isikan Domain Name : sekolah.sch.id

17. Isikan password root

18. Masukan sekali lagi password root untuk verifikasi.



19.

20.

21.

22.

1 [11] Set up users and passwords |

Please enter the same root password again to verify that you have tuped it correctly.

Re-enter password to werify:

<Go Back: Nt inues

Isikan nama user baru : siswa

[11] Set up users and passwords |

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name is a reasonable choice.

Full name for the new user:

<G00 Backx

Isikan username untuk account baru : siswa

[11] Set up users and passwords |

Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for your account:

<Go Back: <Cont inues

Isikan password untuk username siswa

[11] Set up users and passwaords |

f good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

<Go Back>

Isikan kembali password username siswa untuk verifikasi.

[111 et up users and passwords
Please enter the same user password again to wverify you have tuped it correctly.

Re-enter password to verify:

<G0 Back: <Continues




23.

24,

25.

26.

27.

Batalkan untuk sinkronisasi waktu server

Pilih Zona Waktu : Pontianak

Gunakan metode partisi : Guided — use entire disk

Pilih disk yang akan di partisi.

Pilih Skema Partisi : All files in one partition



28. Lanjutkan dengan pilihan : Finish partition and write changes to disk

29. Konfirmasi untuk memulai partisi : YES

30. Pilih No untuk melanjutkan tanpa mengganti CD/DVD




31. Pilih No pada network mirror

32. Pilih No pada participate in the package usage survey

33. Pilih software yang di install hanya Standard system utilities

34. Pilih YES untuk instalasi GRUP boot loader pada master boot record




35.

Tunggu instalasi selesai. Apabila sudah selesai, sebelum restart keluarkan DVD Debian dari
DVD-ROM, atau dapat masuk ke menu BIOS sebelum booting untuk mengubah boot
order.

KONFIGURASI DEBIAN ROUTER

1.

2.

Ethernet yaphg

akan terhu
langsung k

Gunakan login root untuk konfigurasi.

Skipping font and keuymap setup (handled by console-setup).
Setting up console font and kKeumap...done.

INIT: Entering runlevel: 2

Using makefile-stule concurrent boot in runlevel 2.
Starting WNFS common utilities: statd.

Starting portmap daemon...Already running..

Starting enhanced syslogd: rsyslogd.
Starting ACPI services....
Starting deferred execution scheduler: atd.

Login root

Starting periodic command scheduler: cron.
Starting MTA: eximd.

Cebian GHUsLinux 6.0 tkjserver0ol ttyl

tkjserver0ol login: root
Password:
Linux tkjiserver0l 2.6.32-5-686 #1 SHMP Mon Jun 13 04:13:06 UTC 2011 i686

The programs included with the Debian GNU/Linux system are free software:
the exact distribution terms for each program are described in the
individual files in susr/sharesdocs/*/copuright.

Debian GHU/LInux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
rootdtkjserver0ol: ™4 _

Perintah untuk melihat

Periksa konfigurasi interface konfigurasi interface

individual files in fusr/sharesdoc/*/copyright. ~

Dehian GHU/Linux comes with ABSOLUTELY NO HARRANTY, to the~Extent

permitted bu applicable law.

root@tk jserver0l:"# ifconfig

etho Link encap:Ethernet HWaddr 00:0c:29:a3:36:b3
inet addr:17%.16.1.2 Bcast:172.16.1.3 Mask:255.255.255.252
inets addry fegl::20c:23ff:fea3:36b3s6d Scope:Link
UF B G MULTICAST HTU:1500 HMetric:1
RX :0 dropped:0 overruns:0 frame:0Q
T :0 dropped:0 overruns:0 carrier:0

ung col Elen: 1000

q'sp RX } TX bytes:468 (468.0 B)
Int ddress: 0x2000

Mengedit file
lo Link encap:Local Loopback interfaces

inet addr:127.0.0.1 MHask:255.0.0.0
inete addr: ::1/128 Scope:Host
UP LOOPEBACK RUNNING MTU:16436 Hetric:1
R¥ packets:d errors:0 dropped:0 overruns:0 frame:0
TX packets:8 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:0
RX bytes:560 (560.0 B) TX bytes:560 (560.0 B)

root@tkjserver0l:"# pico Jetcsnetworks/interfaces




Tambahkan IP LAN pada ethl. Gunakan trik ‘cut- unCut’ untuk mempercepat dan
sesuaikan dengan rancangan untuk IP LAN.

GNU nano 2.2.¢ File: fetcsnetwork/interfaces Modified

¥ The primary network interface

allow-hotplug etho

iface eth0 inet static
address 172.16.1.2
netmask 255.255.255.252
network 172.16.1.0
broadcast 172.16.1.3
gateway 172.16.1.1

dns-nameservers 172.16.1.1
dns-search sekolah.sch.id

O ) . TambahRan sesuai

I# The Secondary (LANY network interface
auto ethi dengan konse
iface ethl inet stat]c

address 192.168.50.1 TCP/IP

netmask 255.355.255.0

network 192.168.50.0

broadcast 1934,168.50.255_
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# dns-# options are implemented by the resolvconf package, if installed

Simpan, dan restart

GNU nano 2.2.¢4 File: /etc/netwar

netmask 255.255.255.252
network 17v2.16.1.0
broadcast 172.16.1.3
gateway 172.16.1.1

dns-nameservers 172.16.1.1
dns-search sekolah.sch.id

# The Secondary (LAN) network interface

# dns-# options are implemented by the resolvconf package, if installed

auto ethil

iface ethl inet static
address 192.168.50.1 Restart server untuk
netmask 255.255.255.0 melihat dan mengaktifkan
network 192.168.50.0 perubahan interface
broadcast 192.168.50.255

[ Hrote 26 lines 1

rootdtk jserveril :™# reboot_

Setelah login, cek interface yang sudah diaktifkan

root@tkiserverol: ¥ ifconfig |less_

Konfigurasi sudah berhasil, maka akan terdapat ethl (Ethernet LAN yang
ditambahkan sebelumnya).

sudah



LAN

7.

8.

WAN

etho Link encap:Etherne HHaddr 00:0c:29:a23:36:h9
inet addr:172.16.1.2 EBcast:172.16.1.3 Mask:255.255.255.252
inets addr: feB0::20c:29ff:fea3:36b9/64 Scope:Link
UP BROADCAST RUMNING MULTICAST HMTU:1500 Metric:1
R¥ packets:S errors:0 dropped:0 overruns:0 frame:0
TH packets:30 errors:0 dropped:0 overruns:0 carrier:o
collizions:0 txgueuelen:1000
R¥ bytes:771 (771.0 B) TX butes:1476 (1.4 KiB)
Interrupt:18 Base address:0x2000

ethi Link encap:Ethernet HHaddr 00:0c:29:83:36:C3
inet addr:1924168.50.1 Bcast:192.168.50.255 Mask:255.255.2
ineté addr: feB0::20c:29ff:fea3:36c3/64 Scope:Link
UP BROADCA RUNNING MULTICAST MTU:1500 HMetric:1
RX pack :31 errors:0 dropped:0 overruns:0 frame:0
ors:0 dropped:0 overruns:0 carrier:0
ueuelen: 1000
R¥ by 2.2 KiB) T¥ bytes:488 (468.0 B)
Interrupt:19 Base address:ox2080

lo Link encap:Local Loophack
inet addr:127.0.0.1 Mask:255.0.0.0
ineté addr: ::1/128 Scope:Host
UP LOOPBACK RUNMING MTU:16436 Hetric:1i

55.0

inetéd addr: feB0::20c:29ff:fea3:36b9/64 Scope:Link

UP BROADCAST RUNMING MULTICAST MTU:1500 Metric:1

R¥ packets:5 errors:0 dropped:0 overruns:0 frame:0

T¥ packets:30 errors:0 dropped:0 overruns:Q carrier:0
collisions:0 txqueuelen: 1000

RX bytes:771 (771.0 B) TX bytes:1476 (1.4 KiB)
Interrupt:18 Base address:0x2000

ethi Link encap:Ethernet HHaddr 00:0c:29:a83:36:C3

inet addr:192.168.50.1 Bcast:192.168.50.255 Mask:255.255.2
inete addr: feB0::20c:29ff:fea3:36c3/64 Scope:Link

UP BROADCAST RUNNING MULTICAST HMTU:1500 Metric:1

R¥ packets:31 errors:0 dropped:0 overruns:0 frame:0

T packets:6 errors:0 dropped:Q overruns:0 carrier:0
collisions:0 txgueuelen:100Q0

R bytes:2331 (2.2 KiB) TX bytes:468 (468.0 B)

Interrupt:19 Base address:0x2080

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inete addr: ::1/128 Scope:Host
UP LOOPBACK RUNWIMNG MTU:16436 HMetric:1

[3]+ Stopped ifconfig | less
root@tk jserverol:™# _

55.0

Edit file sysctl.conf pada folder /etc/
root@tk jserver0l:™# pico /setcssysctl.conf _

Hapus tanda # untuk mengaktifkan ip forwarding Setelah karakte
GNU nanao 2.2.4 File: setc/sysctl.conf

# See http://lwn.netsArticles/277146/
# Mote: This may impact IPve TCP sessions too
#net.ipvd.tcp_suncookies=1

# Uncomment the next line to enable packet forwgeethg for IPvY
et . ipvd. ip_forward=1

i Uncomment the next line to enable packet forwarding for IPve

# Enabling this option disables Stateless Address Autoconfiguration
# hased on Router Advertisements for this host
#net.ipve.conf.all.forwarding=1

RN R R R R R R R R R R AR R AR AR RAR AR RARAR AR ARERAARERAAR
Additional settings - these settings can improve the network
security of the host and prevent against some network attacks
including spoofing attacks and man in the middle attacks through
redirection. Some network environments, however, require that these
settings are disabled so review and enable them as needed.

e T I I FE 3

r

Modified
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9.

ok

10.

11.
12.

Cek

Cek iptable untuk melihat routing.

root@tk jserverol:"¥ iptables -t nat -n -L

Chain PREROUTING {(policuy ACCEFT)

target prot opt source destination

Chain POSTROUTING (policy ACCEPT)
target prot opt s=ource destination

Chain OUTPUT (policy ACCEPT)

destid

target prot opt source LW
STROUTING -o ethd -j MASOUERADE

root@tk jserver0l:™4¥ iptahles -t nat -A
root@tk jserverdl:™# iptables -t nat -n >
Chain PREROUTI Licy ACCEFPT)

target pro =OUrce destination

Chain POSTROUTING tplicy ACCEPT)
target prot opt =§ =
MASQUERADE all --

destination
0.0.0. 050

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@tk jserver0l:™#

Simpan kongfigurasi agar permanent (tetap), dan ketika restart routing table dan nat tidak
akan hilang.

Footdtkjserverol:™# iptables-save > /etc/network/iptables.conf
root@tk jserverdl:"# echo "iptables-restore < fetcs/network/iptables.conf" »» setc
snetworksif-up.d/iptables”

root@tk jiserverol:™#

root@tk jserverol:™# pico Jetc/network/if-up.d/iptables_

GNU nano 2.2.4 ile: setc/network/if-up.d/iptables

iptabhles-restore < etc/snetworksiptables.conf
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root@tk jserverol:*# chmod +x Jetc/network/if-up.d/iptables
rootdtk iserverdl:™¥ reboot_

Restart server
Periksa kembali iptables untuk memastikan setelah restart routing tables dan nat masih
berfungsi.



Ok

13.

14.

Cek

root@tkjserver0l:*4 iptables =t nat =n =L
Chain PREROUTING (policy ACCEFT)
target prot opt source destination

Chain POS (policy ACCEPT)
target prot ogd s dest ination
MASQUERADE all 0.0.0.050

Chain OUTPUT (policy ACCEPT)
target prot opt source destination
root@tkjserverol: ™% _

Saatnya menguji di Client (Windows). Sesuaikan dengan konfigurasi di bawa ini

BRI

Internet Protocol Version 4 (TCP/IPvd) Properties

-
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your netwark administrator
for the appropriate IP settings.

e —

(") Obtain an IP address automatically
i@ Use the following IP address:

IF address: 192 . 168 , 50 . 2
Subnet mask: 255,255,255, 0
Default gateway: 192 . 168 . 50 . 1

Obtain DMS server address automatically
i@ Use the following DNS server addresses:

Preferred DMS server: 192,168 . 50 ., 1

Alternate DMS server: [ . | S [ 1|

[ validate settings upon exit

[ Ok ] [ Cancel ]

Pastikan konfigurasi tcp/ip client sudah benar Cek

BN Select Administrator: CAWindows\system32\cmd.exe

UserssMastertipeconfig

Windows IP Configuration

Jiveless LAN adapter Wireless Network Connection:

Hedia State .

» = = 2 = = = = = » = Hedia disconnected
Connection—specific DNS Suffix . :

‘thernet adapter Local

1Pué A Erg s e8@: :c9da f:d@c8:Pcffx10

D F aud

[Ethernet adapter UMware Network Adapter UMnetl:

Connection-specific DNE Suffix
Link—local IPv6é Address . . . -
IPvd Address. . . . . . . .

Subnet Mask . .

[T




Cek

15. Test ping ke server debian (IP LAN dan IP WAN) ‘

e e ~

&Y Administrator: C\Windo

yste
NUserssMaster?ping 192.168.508.1 5

Pinging 172.168.58.1 with 32 bytes of data:

[Reply from 192.168.58.1: bytez=32 time<lmz TIL=b64
Reply from 192.168.58.1: bytes=32 time{ilms TTL=64
Reply from 192.168.50.1: bytes=32 time<imz TTL=64
Reply from 192.168.58.1: bytez=32 time<{ims TTL=64

Ping statistics for 192.168.58.1: Cek
Packets: Sent = 4. Received = 4, Lost = @ <Bx loss>,

Aipproximate round trip times in milli-seconds: >
Minimum = Bmsz, Maximum = Bms,. Average = Bns

IC:\lUsers~Master>ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data:

Reply from 172.16.1.2: bytes=32 timed{ims TIL=64
Reply from 172.16.1.2: hytes=32 timed{lms TIL=64
Reply from 172.16.1.2: hytes=32 time{ims TIL=64
Reply from 172.16.1.2: hytes=32 time<ims TIL=H4

Ping statistics for 172.16.1.2:

Packets: Sent = 4, Received = 4, Lost = B <Bx loss>,
Approximate round trip times in milli-seconds:

Hinimum = Bmz. Maxinum = Bms. Average = Bmz ]

C. KONFIGURASI DEBIAN ROUTER

1. Masukan DVD Debian lalu Install paket DNS (BIND9)

root@tk jserver0l: ¥ apt-get install bindd_

bind9-doc resolvconf ufu

The following NEW packages will be installed:

bind9 bind9utils

0 upgraded, 2 newly installed, 0 to remove and 0 not upgraded.
Weed to get 0 B/462 kB of archives.
After this operation, 1,389 kKB of additional disk space wy
Do wou want to continue (Y¥/nl? y

Freconf iguring packages

Selecting previously deselected package bind9utils.
(Reading database ... 22459 files and directories currently installed.)
Unpacking bind3utils (from ... bind3utils_9.7.3.dfsg-1"squeeze2_i386.deh)
Selecting previously deselected package bind9.

Unpacking bind3 (from .../ bind3_9.7.3.dfsg-1"squeeze2_i386.deb)
Frocessing triggers for man-db ...

Setting up bind9utils (1:9.7.3.dfsg-1"squeeze2)

Setting up bind9 (1:9.7.3.dfsg-1"squeeze)

Adding group “bind' (BID 106)

Done.

Adding sustem user "bind' (UID 103) . )

Adding new user bind® (UID 103) with group " bhind'

Mot creating home directory svar/scachesbind'.

wrote key file "setcs/bindsrndc. key”

i

Starting domain name service...: bind9.

root@tk jserverol:"¥ _

bhe used.

2. Pada debian 6 (Squeeze), nama paket DNS dan servicenya adalah BIND9, namun nama
folder yang terbentuk pada server adalah BIND

3. Masuk ke folder BIND, Periksa File yang ada pada Folder tersebut.
4, Copy file db.local = db.sekolah

5. Copy file db.local = db.sub

6. Copy file db.127 = db.192

7. Periksa kembali file yang terdapat pada folder Bind untuk memastikan file sudah tercopy.



8.

10.

Pindah ke

folder bind
M

da folder
root@tk jserver0l:~# cd setcsbind ‘/,,,,»””'
root@tk jserverdl:sete/bindg s
bind.keys db.empty named.conf.default-zones zones.rfcil1918 M¢ngcopy
b . 0 dh. local named.conf. local fild yang
db. 127 db.root named.conf.opt ions diderlukan
db . 255 named.cont rndc.kKey
root@tk jserverol:/etc/bind¥ cp db.local db.sekolah
rootd@tk jserverdl:setec/sbindg cp db.local db.sub
root@tk jserverdl:/etc/bind¥ cp db. 127 db. 192
root@tk jserverdl:setc/bindg s
hind.keys db.255 db.sekolah named.conf.local
db . 0 db.empty db.sub named.conf.options
diby. 127 dh.local named.conf rndc. key
db. 192 db.root named.conf.default-zones zones.rfcl918
rootdtk jiserverdl:/etc/bindd _

Edit dengan perintah pico atau nano pada folder bind file named.conf.defaul
gunakan trik ‘cut-unCut’. Ingat baris yang ada jangan dihapus atau diedit. Tam
konfigurasi pada baris paling bawah.

GHU nano 2.2.4 File: Z : Modifisd
angan, did

tambahkan // ag

zone "'255.in-addr.arpa” i dianggap perinta
type master; N .

file "setc/bind/sdb, 255" akan ikut di

t-zones
bahkan

pan bari
ar fidak
h

file "/etcsbindsdb, 132" %
i;
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}f Tambahan Admin Domain sekolah.sch.id. N
zone "sekolah.sch.id" §
type master;
file "fetc/bind/db.sekolah™;
i Cek bahwa ada hubyng@an antara
zone "sub.sekolah.sch.id" § file yang kita copy Siﬁe umnya
type master; . . akan di link dengan domain, sub
file "Jfetcshindsdb.sub™; R
i: domain dan IP DNS
zone ''50.168.192. in-addr.arpa™ |
type master;

Edit pada folder bind file named.conf.options

root@tk jserverol:setc/bindd pico named.conf.options _

options § Tambahkan IP ISP

directory "/var/cachesbind; dan aktifkan query

A4 If there iz a firewall between you and nameservers you want
/4 to talk to, you may need to fix the firewall to allow multiple
A4 ports to talk. See http:/fwww.kb.cert.org/vuls/1ds/800113

A4 I your ISP provided one or more IP addresses for stabl

/4 nameservers, you probably want to use them as forwargers,

A4 Uncomment the following block, and insert the addpoeSsesTeplacing
/¢4 the all-0's placeholder.

forwarders |
172.16.1.1;

i
allow-query §{ any; §i_
auth=nxdomain no; # conform to RFC1035

listen-on-v6 { any; 1:
i
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Masih pada folder Bind, edit file resolv.conf



11.

12.

13.

14.

15.

|rr_.|:|t@t+j*:.u:::*'uerrjl:.fc-*.m'::inci# pico fetc/sresolv.conf _ |

Sesuaikan dan tambahkan IP Address name server sebagai berikut.

GHNU nano 2.2.4 File: fetc/resolv.conf Modified

search sekolah.sch.id
nameserver 127.0.0.1
nameserver 192.168.50.1_
nameserver 172.16.1.1
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Edit file db.sekolah

root@tk jserverdl:/etc/bind# pico db.sekolah_

Sesuaikan dengan hostname, domain, subdomain dan IP pada rancangan (soal).

GNU nanog 2.2.¢ db.sekols Modified
BIND data file for local loopback interface
ETTL 604300
] IN S0A tkjserverdl.sekolah.sch. id. tkjserver0l.sekaolah.sch,id.$
2 y Serial
604800 ; Refresh
BE400 iy Retry
2419200 ; Expire
604300 ) ; Megative Cache TTL
@ IN HE tkjzerver.sekolah0l.sch. id
@ IN M 10 mail.sekolah.sch. id.
2] IN A 192.168.50.1
tkjserverol IN A 192.168.50.1
iy IN CHAME tkiserver)l
Jmail IN CNAME tkjiserveril
Get Help ] WriteOut |8 Read File Prev Page J§ Cut Text |8 Cur Pos
Exit B Justify M Hhere Is Mext Page M UnCut Textjml To Spell

Edit file db.sub

root@tk jserverdl:setc/bind¥ pico db.sub_ |

Sesuaikan dengan sub domain dan ip address pada rancangan (soal)



16.

17.

18.

19.

GNU nano 2.2.4 ile: Modified

[y g

BIND data file for local loophack interface

ETTL 604300

Li IN S0A sub.sekolah.sch.id. sub.sekolah.sch.id. ¢
2  Serial
E04800 ; Refresh
86400 ; Retry
2419200 ; Expire
604300 ) ; Negative Cache TTL
@ IN NE sub.sekolah.sch. id.
L IN A 192.168.50.1
sub IN 3 192.168.50.1
(T} IN CNAME sub
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Edit file db.192
[root@tk jserverol:/etc/bind# pico db.192_ |

Sesuaikan dengan hostname dan IP Address yang digunakan pada rancangan (soal)

GNU nano 2.2.4 ile: db.192 Modified

[y g

BIND reverse data file for local loopback interface

ETTL 6048300
@ IN S0A servertk jol.sekolah.sch.id. servertkjol.sekolah.sch.id.$
1 ; Serial
E04300 ; Refresh
86400 ; Retry
2419200 ; Expire
604800 ) ; Negative Cache TTL
@ IN NS servertkjol.sekolah.sch. id.
IN PTR servertkj0l.sekolah.sch. id.

Angka ‘1’ di dapat d
IP DNS (192.168.50.1)
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Restart service DNS (Bind9)

ngka terakhir pada

root@tk jserverdl:setc/bind¥ Afetc/sinit.dsbind9 restart

Stopping domain name service...: bindd waiting for pid 1621 to die.
Starting domain name service...: bind9.

rootdtk jserverol:setcsbindy _

Periksa konfigurasi DNS di Server Debian



(

rootd@tk jserverol:/etc/bind# nslookup thjsePuerﬂl.SEKDlah,sch.Ld

Server: 127.0.0.1
Address: 127.0.0.1#53
HName : tkjserverdl.sekolah.sch. id

Address: 192.168.50.1

root@tk jserverol:setcsbindg nslookup 5uh.9eknlah.s£h.ld

Server: 127.0.0.1
Address: 127.0.0.1#53
Name : sub.sekolah.sch. id

Address: 192.168.50.1

rootdtk jserver0ol:/etc/bind# nslookup mail.seknLah.Ech.id
Server: 127.0.0.1

Address: 127.0.0. 1453

Inail.sekolah.sch. id canonical name = tkjserverdl.sekolah.sch. id.
MName : tkjserver0ol.sekolah.sch. id

Address: 192.168.50.1

root@tk jserverol:setc/bindd

( A
root@tk jserverol:/etc/bind# nslookup 192.168.50.1 L J
Server: 127.0.0.1
Address: 127.0.0. 1#53
1.50.168.192, in-addr.arpa name = servertkj0l.sekolah.sch. id.
root@dtk jserverdl:/etc/bind# nslookup tkjiserveril]
SErver: 127.0.0.1
Address: 127.0.0. 1453
Mame : tkjserver0l.sekolah.sch. id

Address: 192.168.50.1

root@tk jserverol:/etc/bind# nslookup sekulah.scthd

Server: 127.0.0.1
Bddress: 127.0.0.1#53
HName : zekolah.sch. id

Address: 192.1668.50.1

root@tk jserverol:/etcsbindd _

root@tk jserverol:/etc/bindd nslookup www t J
Server: 127.0.0.1
Address: 127.0.0.1#53

www ., sekolah.sch. id canonical name = tkjserverol.sekolah.sch. id.
Hame : tkjserver0ol.sekolah.sch. id
Address: 192.1668.50.1 [ ]

root@tk jserverol:/etc/bind# nslookup sub
Server: 127.0.0.1
Address: 127.0.0.1#53

MName : sub.sekolah.sch. id
Address: 192.166.50.1

SErver: 127.0.0.1
Address: 127.0.0, 1453

root@tk jserverol:/etc/bind# nslookup mail [ ]

Inail.sekolah.sch. id canonical name = tkjserverdl.sekolah.sch. id.
Mame : tkjserver0ol.sekolah.sch. id
Address: 192.1668.50.1

root@tk iserverol: /etc/bindd _

20. Setelah sukses di server debian, kita harus menguji berfungsi tidaknya DNS di client.



21. Pada Client (Windows) Gunakan perintah ipconfig /all untuk memeriksa semua
konfigurasi ip

Administrater: CAWindows\system32\cmd

icrosoft Windows [Version 6.1.7661]
[Copyright <c> 2089 MHicrozoft Corporation. All rights reserved.

SUserzsMasterripeonfiy ~all_

B Select Administrator: C\Windows\system32emd.exe

Realtek RTLB1BZE-RTLEB1BZE Family PCI-E Fa
BA-EA-65-A3-79-1C

1Pué fdd e o ?da F : FxiB(Preferred)

Pastikan IP DN
sudah benar

Ethernet adapter UMware Network Adapter UMnetl:

Connection—specific DNS Suffix . :

Degscedption . . . . . . . . . . UHware Uirtual Ethernet Adapter for UHnet |

22. Gunakan perintah nslookup untuk memeriksa apakah client sudah berhasil mendapat DNS
Server.

Select Administrator: CA\Windows\system32hemd.exe

Media State . Hedia disconnected

Connection—specific DHS Suffix . :

Description = = « = = = = =« = = =« = Microsoft ISATAP Adapter H4
Physical Address. . . . s i B : B8-B8-0R-PB-BE-BB-B0-EB
DHCF Enabled. « ¢« = = = « « = « ¢ Ho

Autoconf iguration Enabled . . . . : Yes

C:slserssMasterins looku
3 rvertkjdl .-
A.1

sko lah.sch.id

C:slUzerssMHasterr

23. Lakukan pengujian satu persatu dari client. Apabila berhasil maka akan ditunjukkan
sebagai berikut.



g Administrator: CA\Windows\system32\cmd exe

:\Users\ﬂaster>nslnnku§ 192.163.59.& ]
Server: sepvertkjfdl.sekolah.sch.did
dderess: 192.168.58.1

ame = servertkjdl .zekolah.sch.id

Address: 172.168.58.1

sUserssMaster?ns lookup tk seru&rﬂlﬁseknlah.sch.id
server: sepvertkjdl.sekolah.zsch.did

Address: 192.168.58.1

ame = thjzerverfl . .sekolah.sch.id
ddress: 192 _168.58.1

SlzerssHaster2ns Lookup nai].sekala@.sch.id ]
server: servertkjdl.sekolah.sch.id
ddress: 192.168.58.1

ame : tkjzerverfl .zsekolah.sch.id
ddress: 192 168.560.1

liases: mail.sekolah.sch.id

SlzerssHaster>ns lookup suh.seknla&.sch.id ]
server: servertkjdl.sekolah.sch.id
ddress: 192.168.58.1

ame = sub.sekolah.sch.did
ddress: 192.168.58.1

SlszerssHaster>»ns lookup wwu.seknla&.sch.id ]
[Server: servertkjdl.sekolah.seh.id
iddress: 192.168.58.1

ame = tkijzerverfl .zsekolah.sch.id
Address: 1%2.168.58.1

iliases: www.sekolah.sch.id

D. KONFIGURASI WEB SERVER

1. Masukan DVD Debian lalu Install paket apache2 dan php5

root@tk jserverol:/etc/bind# apt-get install apache? phpS_

2. Edit file pada folder apache2/sites-available yaitu file default sesuaikan dengan nama
admin, domain dan subdomain.

root@tk jserver0l:/setc/bindd pico Jetc/apache2/sites-availablesdefault_

GNU nano 2.2.¢ ile: setc/apache?2/sites-available/default Modified

¢virtualHost =:80%
= Serveradmin admin@se[élah.sch.id ]

serverName waw.sekofah.sch. id

ServerAlias sekolah. gch. id

DocumentRoot AvarSwww
<Directory />
Options FollowSymLinks
Allowdverride Mane
/Directorys
Directory Avar/wuws >
Options Indexes FollowSymLinks HultiViews
fillowdverride Hone
Order allow,deny
allow from all
</Directorys

ScriptAlias scgi-bins Afusrslibscgi-bins

¢Directory "susr/slibscgi-bin'>
fllowdverride Hone
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3.

Restart service apache2, kemudian edit file pada folder /var/www file index.html
root@tk jserverdl:setc/bind# setcsinit.dsapache? restart
Restarting web server: apachez waiting

rootdtk jserverol:/etc/bind# pico svar/www/index.html_

GNU nanp 2.2.4 File:

Svarsuwuws index . html Modified

www.sekolah.sch. id perhasil diakses
This is the default web page forlshis cepupp

The web server software is running but no content has been added,

Kalimat  yang  akan
ditampilkan di browser
ketika client berhasil
mengakses web server
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Pada client (windows), buka browser (internet explorer atau browser lain). Ketikan alamat
www.sekolah.sch.id

(- | | [ ] www.sekolah.sch.id
s

www.sekolah.sch.id berhasil diakses

This 1s the default web page for this server.

The web server software 1s running but no content has been added, yet.

Atau karena sudah ada alias ketikan saja alamatnya : sekolah.sch.id

(‘ | | |_| sekolah.sch.id

alims

www.sekolah.sch.id berhasil diakses

This 1s the default web page for this server.

The web server software 1s running but no content has been added, yet.

Begitu juga apabila kita mengakses langsung ke IP 192.168.50.1

(] itpi/192168.50.1/ | -+
&

= & | [ 192168501
Mt ——

www.sekolah.sch.id berhasil diakses

This 1s the default web page for this server.

The web server software 1s running but no content has been added. yet.




E. KONFIGURASI PROXY SERVER

1.

6.

Masukan DVD Debian lalu Install paket squid

root@tkjserver0l:"4# apt-get install squid.

Copy file squid.conf =» squid.conf.bak (bertujuan untuk membackup konfigurasi lama
apabila sewaktu-waktu diperlukan - Perhatikan selalu dan pastikan letak file selalu di
folder /etc/squid)

|rn:|:|t@r_+ iserver0l:*¥ cp Jetc/squids/squid.conf Jetc/sguids/squid.conf.bal _|

Menghapus file squid.conf

root@tkjserver0l: ™4 rm Jetcssguidssquid.conf_

Membuat file squid.conf
root@tk jserver0l: ¥ pico Jetc/sguid/sguid.conf_

Tulis konfigurasi squid sebagai berikut :
Range IP Address Client
(LAN)

GHU nano 2.2.4

acl all src all

acl localnet src 192.168.50.0/24 Situs yang akan dibloK
acl situs wurl_regex =i "setc/sguidsblokir. txt" dibuat pada folder da
http_access deny situs filein

http_access allow localnet
http_access allow all

—

http_port 3128 transparent P

cache_mem & mb - Port PTOXy yang i h3128
memory_replacement_policy heap GDSF dan proxy yang digunakan adala
cache_replacement_policy heap LFUDA transparent
store_dir_select_algorithm round-robin

cache_dir aufs scache 10000 24 254

cache_store_log none |
cache_access_log svar/logssguid/access. log

cache_effect ive_user proxy ViSiblei’leV[
cache_effective_group proxy

visible_hostname www.sekalah.sch. id I

cache_mgr admin@sekolah.sch. id_ Cache ﬂﬁ'ﬂage\[
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Membuat daftar situs yang akan diblokir

root@tkjserver0l:™4# pico setcs/sguidsblokir.txt_




7.

8.

9.

10.

GNU nano 2.2.4

sub.sekolah.sch. id
www ., facebook . com
www . youtube . com

[ Read 3 lines ]
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Buat Folder cache untuk proxy (ingat letaknya harus di folder root)

FOOLOLR JSErverul: # mMEdir scache_

Lanjutkan dengan perintah chown (change owner) pada file blokir. Stop Proxy sementara
untuk membuat swap directory proxy.

root@tkjiserver0l:™¥ chown -R proxy:proxy Setc/sguidsblokir. txt
root@tk jserverl: ™4 chowun -R proxy:proxy Scache
root@tkjserver0l:™# setcs/init.d/sguid stop

Stopping Squid HTTP proxy: squid.

root@tkjserverol:™¥ sguid -z

2012/01/28 12:35:46| Creating Swap Directories

root@dtk jserver0l: ™% _

Jalankan kembali proxy dan edit file rc.local tambahkan routing

root@tkjserver0l: ™4 Jetc/init.d/sguid start
Starting Squid HTTP proxu: squid.
root@tk jserver0l:™# pico Jetcs/rc.local_

GHNU nano 2.2.4 ile: /e Modified
[
g
L "epxit 0"
f

iptables -A PRERDUTING -t nat -p tcp --dport 80 -j REDIRECT --to-port 3128_
\ |'J
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Restart proxy




root@tk jserver0l: ¥ setcsinit.d/sguid restart
Restarting Squid HTTP proxu: sguld Halting. ..o eier et nnnnnns done.

root@tk jserverol: ™8 _

. “; ‘ || =ub.sekolah.sch.id b - g C‘IIi

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://sub.sekolah sch.id/

Access Denied.

Access control configuration prevents vour request from being allowed at this time. Please contact vour service provider if you feel this i1s incorrect.

Your cache administrator 1s admin@sekolah sch.id.

Generated Sun, 29 Jan 2012 15:27:46 GMT by proxy.sekolah sch id (squid/2.7.STABLE9)

\ (' Ik | || www.facebook.com v Rdl e | |-.lv

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://www facebook.com/

Access Denied.

Access control configuration prevents your request from being allowed at this tune. Please contact your service provider if you feel this is incorrect.

Your cache admimstrator 1s admin@sekolah sch.id.

Generated Sun, 29 Jan 2012 15:25:51 GMT by proxy.sekolah sch.1d (squid/2.7. STABLE9)

o _ | L | www.youtube.com W~ C‘IIi

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://w

Access Denied.

Access control configuration prevents yvour request from being allowed at this tine. Please contact your service provider if you feel this is incorrect.

Your cache administrator 1s admin@sekolah sch.id.

Generated Sun, 29 Jan 2012 15:27:03 GMT by proxy.sekolah sch.id (squid/2.7. STABLES)

Catatan :



Hardware | Options

Device

Memory

E Processors

(=i Hard Disk (IDE)
(=) co/ovD (IDE)

WL Metwork Adapter
ENetwork Adapt...
#)) sound Card
BHisplay

Summary
256 MB

1
2GEB

Using file B:\!-Operating Sys...

Bridged
Bridged
Auto detect
Auto detect

Device status
[ connected
Connect at power on

Metwork connection

(@ Bridged: Connected directly to the physical network
Replicate physical network connection state

(7 MAT: Used to share the host's IP address

(71 Host-only: A private network shared with the host

(71 Custom: Spedfic virtual network

|1.-'I'~"Inet|] (Auto-bridging)




