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Membangun Gateway Internet
(Membangun PC Router dan Proxy Server)

SMK NEGERI 1 RENGAT
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TAHUN PELAJARAN 2010/2011




1. Paket 1 dengan tema :

Membangun Gateway Internet (Membangun PC Router dan Proxy Server)
Konfigurasi Server

1. IP Internet = Sesuai dengan Network yang diberikan ISP
2. IP LAN =192.168.50.1/24

3. Gateway = Sesuai Dengan IP yang diberikan oleh ISP
Konfigurasi Client

4. 1P LAN =192.168.50.xxx/24

5. Gateway = 192.168.50.1

Keterangan : xxx merupakan address antara 2 sampai 254
Konfigurasi Proxy Server

1. Sistem Operasi = OS (Linux)

2. Port proxy = 3128

3. Cache Manager = nama_peserta@sekolah.sch.id

4. Visible host = www.sekolah .sch.id

5. Transparant proxy

6. Blocking Site = www.youtube.com , www.facebook.com
Konfigurasi Router

1. NAT = yes

2. Membangun DNS dan Web Mail Server
Opsi konfigurasi :

IP Address

1. ns.sekolah.sch.id = 202.100.4.65/27

2. www. sekolah .sch.id = 200.100.4.66/27
3. mail.sekolah.sch.id = 200.100.4.67/27

4. PC Client = 200.100.4.69/27

DNS Server

7. Sistem Operasi = OS Linux

8. Domain = sekolah.sch.id

9. Email Admin = nama_peserta@sekolah.sch.id
10. Sub Domain = www.sekolah.sch.id
mail.sekolah.sch.id

Mail Server

2. Sistem Operasi = OS Linux

3. Port =25

Webmail Server

1. Virtual Alias = mail.sekolah.sch.id

2. Metode = courier imap dan courier pop

3. Membangun DNS Slave pada Jaringan
Opsi konfigurasi :

IP Address Jaringan

1. DNS Server = 202.100.4.65/27

2. PC Client = 200.100.4.69/27

DNS Server

11. Sistem Operasi = OS Linux

12. Domain = sekolahxx.sch.id

13. Sub Domain = www.sekolahxx.sch.id
m ail.sekolahxx.sch.id
pcl.sekolahxxs.ch.id

Keterangan :

xx merupakan No Ujian Peserta.



Ok lah teman2 pertemuan kali ini kita akan bahas cara menginstall linux debian 5 dan
konfigurasi server secara text (Bukan GUI), IImu ini sangat penting terutama ketika menghadapi
ujian praktek bagi teman2 yang jurusan TKJ dan juga ketika ada Lomba Kompetensi Siswa
(LKS). Pertama saya akan memperkenalkan diri saya, nama saya Majid Rahardi © © ©. Ingat
sebelum memulai menginstall jangan lupa untuk berdo’a terlebih dahulu, Ok friends, checkidot...

Menginstall debian

Press F1 for help, or ENTER to boot

Tekan F1 dan enter

1 1117 Chogoe languags |

Pleaso choose the languags ussd for the Installatlun process. Thiu
will be the default Language foo tha flnal systen.

Mis LISt 16 cestricted to Languoges that can currunt iy be disolayed,
Croces o Lungungs :

- Gata

Chinese (Simoiifled] - P304

Chinese (Traditionnll xi
aTh L
Ztina

Tekan Enter

1 (111 Chaose language b

Rased On Your TaNEWaEe, You Ars prookbiy LOCeTed AN nk of 1heds
countriss on regions,

Chausk & country, territary o e

fAuztralia
Dot smans
Canasa

Fhilioo ines
Sinkwiure
Sguth nirica
united ¥ 1
lenu-d Sintes

YGO Bachs

Pilih other dan enter

Tekan | sehingga seperti ini dan enter

[ ChoGase  lansiaase
CHOOSE & COountiu, Terrltor oF araai

!mI"'!-!..!..!...!!!...!................. 4
RE mlamile Rep (SR
Tree

Jmpmr
Jdarclan
Fmzmihmt mn
o Demooratio Feople s HMepublio of
Rmpublic ot
FLiis LT
Kurgg=mt s
Lao Foople's Dopocrat e Mepubl ic
Lmbimmor
[RCIEETE]
Malagsia
Morgo L im
Hdainmai
Meopml
aman

SO BHCk s

Lalu enter



Select & kedboscod Lagoot

[SE]
FEmgmmp ter ez
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(e i ]
Gk
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Enter

{ Scarming CO-FON |

Scannirg Sedronspoelsnminsd. .,

Tunggu

[11] Configure the network |
Metwork autoconf iguration failed
‘four network is probably not using the DHCP protocol. Alternativelu,
the DHCP server mey be slow or some network hardware is ot working
progerly.

Enter

Contigure the n=tunrs

From hare yau con cnoase 10 ratry OHCR natanes autocant Lgurat jon
(which may socceed if your DHOF servers tokez o long tipe to respond)
O to configure the retleork manusily, Sone DHOPF servers regulre &
[HCF hastname 10 be sant by the cllent, X0 you con wiso choose 10
m:—u(’gm netacek autocantiguration with a hostnans that you
orovids,

Ne=tuors configuratian method:

Retry netsork autocont lgaration
try netuon ration uith & OHCP

Do not ronflgure the neteork a3t this tine
00 Backy

Pilih configure network manually > enter



[*1] Contfigure the netuwry
The P sdoress 1s unlgue 10 wour camouter and consists of four
numbers sepsratad by periods. 11 you don't know whet 10 use here,
consultl your network sdninistretor,
1P address:

<Cont Lrues

Masukan IP Address misalkan 192.168.5.1

1 [11] Gonfigure the netwon

The netnesk i3 used to deternins which machines are local 10 your
notwork.  Consult wour network administrator if you do not know the
mu:&s The netmesk should be entered as four nuabers separated by
per Jods.

Netnask:

{Go 8ack> <Cont inue>

Masukan Netmask 255.255.255.0

1 [11] Canfigure the netaory |

The gateusy is an [P address (four nurbers deparated by perlods) that
Ingicates the gateusy rauter, also knoun 85 the defsult router. Rl
1raffic that goes putside yous LAN (for instance, to the Interngt) ls
sent through this router. 1In rare circunstences, you ney have no
router; In that cass, you can 12ave this blank. If you don't know
the proper anseer to thls muestion, consult your netucek
adninistrator.

Do Back> Continye>

[11] Configure the network |

The name servers are used to look up host names on the network.
Please enter the IP adoresses (not host mames) of up to 3 name
sarvers, separated by spaces. Do not use commas. The first name
saryer in the list will be the first to be queried. If you don't want
to use &ny rame server, just leave this fisld blank.

Name server addresses:

<Cont inuexr




['] Cortigure the network

Please enter the hostmame for this systen.

The hostreme is a single word that ident if ies your system to the
network. If you don't know what your hostrane should be, corsult your
network adwinistrator. If you are setting up your own home network,

you can make sorething up here.

Hostname:

Masukan nama anda, Ex= debian

(1] conflgurs the retwrh

The comsin name 15 the part of your Intermet address to the risht of
uour host asre, It 1s often something that ends in .com, .net, .&du,
or .0cg.. If uou are SETTIng (o 3 hoke retuors, uiu C&n reke

sorething up, but pske gure Yo use the same domein nane an &l your

computens.
Domain nave:

<Continues

Masukan nama doamain misalkan Iks5.sch.id
(smknlrengat.sch.id)

1 [11] Pectition giske |

The inataller con guide you t portiticoing o disk (using
different standard schewes) or, if you prefer, you can do it
Fonuaily. Mith guided partitioning you will still have & chance lster
10 revies and customise the results.

If you choose guloed partitioning for an entire disk, wou will next
be asked which disk should be used.

Fartitioning vethod:
Gulded ~ use entlre Olsk and set wp LW
mldcxli = sz entire disk and set wp srerypted LW
Hawa

(o Backy

Pilih guided — use entire disk

1 T11] Fertiticn disks |

Note that oll data on the dish wou select will be erased, but rot
befane you have confireed that woo really wnt to nace the charges.

Select disk to partition:

160 Back>

Tekan enter



1 [1) Fartition disks
felectsd for partitionieg:
SC81L (0,0,0) f=da) - Wware, Waare Virtel 8! 8.5 B

The dish can be partitloned using we of several differet scheres,
1t wou are sire, choose the first one.

Fart (1 loning schens:

Segarste /hoge partitlon
Separste hoee, /s, svar, wnd /inp partitlons

<Be Bk

Pilih all files in one partition (recommended for new schems)

This Is an ouvervidw of wour currantiy confipared pacttions ad munt
ool Select o cartition t0 sodify 1ty =ettings {fLlle sustém, mount
point, =tt.), = free spoce to create partitions, or a device to
inizialide itz pactision todls,

Guided partitioning

#elo on pactitioning

e (o.n U1 (el - BE G5 Wsiw, YMasew Virtudl §
ol 0.2 60 8 ¢ extd s

413,548 { o

Pilih finish partitioning and write change to disk

111], Partitinng disks

I you contirme, the :hqu Listed beloe wlll be writien to e
disks, Otherwize, You sill te able 10 make forther changes nanually,

WERNDAG: This wiid deatroy sil dats un ofed pErtitione you e
rewyad a3 well o oo the partitiots that are going to De foreatied,

The oW tition (abivs of the FOLI0RING Gavices are Crmnped:
SC3L {000,0) (sds)

The fo2loming nertitons wrs going 10 e forsstise;
portition ¥% of SCAI1 10,0,0) (3dn) 35 ewtd
portition AS of 0GIL 10,0,00 {sdo) a2 swo

Hrite the chwges 10 dlesT

oo Backh

Pilih YES

L1 Contigure time zone

elect a city in your time zone:

[ Takarta |
Pant Lanak
Makassar

Jayapura

G0 Back:

Pilih Jakarta



[117 581 up users and passwocds

You nieed 10 set & pastaoed for 'root', the systew aduinistrative
sccoynt. A weliclous of unqualif led user with root sccess oo hine
dlsastrous results, so you should 1ave care t0 COos? 3 root passuord
thal ls not easy 10 guess. Tt should not b 2 word foud In
dictionories, or o word that could be kasily associsted with Yo,

# good passanrd will contaln a mixtuse of [sttecs, nuaters and
punctustion and should be changed at resular Intarvals,

Note 1hat you will not be able to see the passaord 85 wu Dee T,

Foot passaward:

Masukan password root (jangan sampai lupa, ok )

[11] Set up users and passwords

Please entér the same roof password &gain 10 verifu that you have
typed it correctly.

Re-enter password to werify:
I

<Cont inues

Ulangi password

T 21w users and passworda

# user stcount will be created for you to use instead of the root
sccount for non-adninistrative sctivitles,

Fimage enter the real nsne of this uger. Yhis infornstion ulll ke
used for instance 3z default ocigin for smeilz <=nt by this ussr as
well =< any progoam uhich displags or uses the user's real nase. Your
full neme iz @ reasonshie choice.

Full name for the new user:

igee——ssss—————————
Lo gack) ontinue>

Masukan nama user (untuk log in nanti jangan samapi lupa)

[VF] Bet up UsEry ahd [sssoords

A good password will contaln & mixture of [etters, numecs and
punctuation and should de changss at regular intsrvals.

Choose = patsword tor the néew user:

Masukan password user (untuk log in nanti jangan samapi lupa)

Installirg the base suysteom
-

Retrieving login. ..

Pilih NO



1Y) Configere the pachsgs

A ratsork mleror can e used o SEplesnt the softaare that s
lnﬂunlg&an the CO-ROM, This ney also make reser yersions ol coftware
avaiiab

It gou are Inutalling from s netingt CO end Gou chouse not 10 use o
nirror, 4ou ulll end up with onld & very ninimel base susten.

Use a nrtsordh nirror?
Go Back) oes: R

Pilih NO

[*1] Comfigure the package merager
Cannof access security updates
The security updates on security.debian.org couldn't be accessed, so
those updates will not be made available to wou at this time. “ou
should investigate this later.

Commented out entries for security.dzbian.org have been added to the
fetcraptssources. list file.

<50 Backy [Con inue:]

Continue

1] Cant iguring nooidae tty-contest

The systen wey ONONWSOUS 1Y =UDply the diste lbution dev!loner: uith
statiatics aboul the oot uset pachages un 1his souslen,
Intocmat Lon inf luences mclsums SUCh as whiich packages i'la.llll w1 o0
the first distritat ton CD.
1T oo chnose o porticipate, the sutomatjc subomizsion ecript will
WY e, N MTATASTICS 10 The distriout ian
opens, The couecleo statistics can Oe viseed on
nipl //papcan. debiarn,args,

Thiz thotoe con be Lwter goditisd by raming “dekg-recont lguce
populoclty-contast",

FUArtLEipRte L the pectaps UShgN sureuey?

“wnr o

Pilih No

1 111 Softusre solection |
At the novent, only the core of the susten le [nstalled. To tunz the
gustem 10 Waur Nesss, uou con choose 1o Instail one or rore of the
followlre predafined collectlons of saftusrs,

Choose soituers to Install:

NB : Jika ingin hasil install berupa teks maka hilangkan tanda bintang pada pilihan “Desktop
environment” dengan cara menekan tombol space pada keyboard, tetapi jika ingin GUI maka
jangan berubah seperti gambar diatas, dan biarkan tanda bintang pada pilihan “ Standard system”
Biasanya pada lomba LKS harus berupa teks maka harus menghilangkan tanda bintang pada pilihan
“Desktop environment” Ok ??, Salam LKS, By Majid Rahardi:D:D © ©
Continue



1 1] Install the GB toot Iceder on o hard diss

It seers thet this neu Installation Is the only nperating systen en
this corputer. If so, It should te safe to Install the GRUS boot
loader 1o the naster hoot record of wour flrzt hang orlve,

Worning: If the Installer falled to detect another cperating systen

that |s present on your computer, modifying the mster boot recerd
uill vake that cperating system tevporse)ly unbootable, though GRLB
ca BE renualily conflgured iater to beot ir.

Install the GRUB boot loeder 10 1he rester boot record?

o Back>

Pilih YES
Continue
Selesai

Nah dah saat nya nie friends instalasi sudah selesai n saat nya untuk mengkonfigurasi server nya,
sebelum nya saya ingatkan friend jangan sampai mual atau pening yach ketika melihat banyak
script2 karena disini kita hanya akan melihat banyak tulisan tidak ada melihat gambar atau warna
selain putih dan hitam hehehehehehhe, checkidot !!!

Konfigurasi Router Debian 4 ETCH
a. Ketikkan perintah di bawabh ini: vim /etc/init.d/rc

debian i "# wvim ~etosidnit.d-ro_

b. Ketikkan perintah dibawah ini di baris kedua rc tersebut.

Untuk menuliskan kata, tekan tombol insert dan untuk mengakhiri tulisan tekan
escape

/sbin/ifconfig ethl 192.168.0.1 netmask 255.255.255.0 up

/sbin/iptables —t nat —-A POSTROUTING -0 eth0 - MASQUERADE

echo 1 > /proc/sys/net/ipv4/ip_forward

#? sbinssh

#shinsifconfig ethl 192.168.8.1 netmask 255.255.255.8 up
sshinsiptables -t nat -A POSTROUTING -o eth@ -j MASHUERADE
echo 1 > sprocssys/snet-ipvd-ip_forward

rc
Starts~sstops services on runlevel changes.

Optimization: A start script is not run when the service was already
configured to run in the previous runlevel. A stop script iz not rum

when the the service was already configured not to run in the previous
runlevel.

Authors:
Migquel van Smoorenburg <miquels@cistron.nl>
Bruce Perens <{Brucel@Fixar.com>

EEESEEEEEE RS

PATH=/sbin: /usr sbin: bin: usr-bin
export PATH

# Un-comment the following for debugging.



c. Keluar dari rc dengan menekan shift + q lalu ketik wq
d. Restart rc dengan perintah :
debian:~# /etc/init.d/rc restart

Konfigurasi Proxy Server

a) Paket yang diperlukan untuk proxy server ialah : squid
b) Install paket squid dengan mengetikkan perintah : apt-get install squid
¢) Masukkan dvd yang diminta untuk penginstalan squid

d) Setelah penginstalan paket selesai, masuk ke directory squid.conf dengan
mengetikkan perintah : vim /etc/squid/squid.conf

e) Cari dan edit script ini : http_port 3128 lalu tambahkan kata transparent
dibelakang kata 3128. Biasanya terdapat di baris 73,1 di 1 %

# Sguid mormally listens to port 31Z8
http port 3128 transparent

ThAG: https_port
Note: This option is only available if Bguid is rebuilt with the
——-enable-s=s1 option

Usage: [ip:Jport cert=certificate.pem [key=key.peml] [options...]

The socket address where Sguid will listen for HTTPS client
requests.

This i=s really only useful for situwuations where you are running
sgquid in accelerator mode and you want to do the 33L work at the
accelerator level.

You may specify multiple socket addresses on multiple lines,
each with their own 38L certificate andror options.

73,1

f) Setelah di edit, kemudian cari script ini : http_port 3130 lalu edit 3130
menjadi 0 dan hilangkan tanda # di depan kata http_port (terdapat di baris
263.1 di 5%)

#Default:
_icp_port 8

: htcp_port
The port number where Squid sends and receives HTCP queries to
and from neighbor caches. To turn it on you want to set it 4827.

By default it is set to "B8" (disabled).

g) Kita lanjutkan lagi, cari script # cache_mem 8 MB (terdapat di baris 771,1 di

17%) lalu edit menjadi cache_mem 64 MB , tanda # didepannya di hapus.
#Default:
_cache_mem 64 MB

TAG: cache_swap_low (percent, B-188)

TAG: cache_swap_high (percent, H-1HH)

The low- and high-water marks for cache object replacement.
771,1

h) Setelah di edit, cari lagi script dns_nameservers (terdapat di baris 1384 di
31%) lalu ambil script # none di bawahnya (terdapat di baris 1387 di 31%)
dan edit none menjadi dns_nameservers 192.168.0.1 untuk lebih jelas, lihat
gambar sebelum dan sesudah di edit.

(sebelum di edit)



dns_nameserwvers

Use this if youw want to specify a list of DN3 name serwvers
(IP addresses) to use instead of those given in your
setcrresoluv.conf file.

On Windows platforms, if no wvalue is specified here or in

the retcrresolu.conf file, the list of DNHS wmame serwvers are
taken from the Windows registry, both =static and dymamic DHCP
conf igurations are supported.

Example: dns_nameservers 18.8.8.1 192 .172.68.4

#Default:
# none

1387.,1

(sesudah di edit)

dns_nameservers

Use this if you want to specify a list of DNS name servers
(IP addres=ses) to use instead of those given in your
~etcsresolv.conf file.

On Windows platforms, if no value is specified here or in

the retcsresolv.conf file, the list of DNS name servers are
taken from the Windows registry, both static and dynamic DHCF
conf igurations are supported.

Example: dns_nameservers 18.H.8.1 192.172.8.4

#Default:
dns_nameservers 192.168.8.1

1) Kemudian, kita cari script # Recommended minimum configuration: (di
baris 2553 di 58%), jangan sampai salah, ingat di baris 2553. Kemudian insert
kan baris baru dibawahnya dan tulis script ini :

acl porn url_regex —i “/etc/block.list”

acl local src 192.168.0.0/24

#Defaunlt:

# http_access deny all

#

#iRecommended minimum configuration:

acl porn url_regex -i "setcsblock.list”
acl local src 192.168.8.8-24

i
# Only allow cachemgr access from localhost

J) Setelah ditambahkan, cari script # INSERT YOUR OWN RULE (S) HERE
TO ALLOW ACCESS FROM YOUR CLIENTS (dibaris 2574 di 59%),
ingat, jangan sampai salah, di baris 2574. Setelah script di temukan,

tambahkan baris baru di bawahnya dan tulis script berikut ini :

http_access deny porn

http_access allow local

always_direct allow all

# INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS
http_access deny porn

http_access allow local

always_direct allow all

# Example rule allowing access from your local networks. Adapt
# to list your (interwnal) IP networks from where browsing should
Z574,1

k) Oke, kita sudah mendekati tahap akhir.

I) Tahap selanjutnya, cari script # cache_mgr webmaster, (dibaris 2832 di
65%) lalu edit webmaster menjadi admin@debian.net , dan hapus tanda
pagar di depan cache_mgr nya. Setelah dihapus, tambahkan baris baru dan
tambahkan script berikut ini : visible _hostname admin@debian.net



mailto:admin@debian.net

#t ADMINISTRATIVE PARAMETERS

TAG: cache_mgr
Email-address of local cache manager who will receive
mail if the cache dies. The default is "webmaster".

Default:
cache_mgr adminPdebian.net
visible_hostname adminPdebian.net

# TAG: mail from

£832,7

m) Langkah selanjutnya, cari script # append_domain .yourdomain.com (di
baris 3027, di 69%), setelah script di temukan, edit .yourdomain.com
menjadi .debian.net dan hilangkan tanda # didepan kata append_domain.

: append_domain
Appends local domain name to hostnames without any dots in
them. append_domain must begin with a period.

Be warned there are now Internet names with no dots in
them using only top-domain names, so setting this may
cause some Internet sites to become unawvailable.

HEEESE

#tExample:
append_domain .debian.net

#
#Default:
# none
3827,8

n) Setelah itu, keluar dari squid.conf dengan menekan shift q dan wq
0) Langkah selanjutnya, kita buat file untuk meletakkan nama-nama situs yang
akan kita block. Caranya ialah, ketikkan perintah ini : vim /etc/block.list

debian:"# vim rsetcsblock.list_

p) Lalu di dalam file block.list, kita tuliskan saja nama-nama situs ataupun kata
yang akan kita block. Untuk jelasnya lihat gambar

debian.org
google.com

q) Setelah ditulis, keluar dari block.list dengan menekan shift g dan wq

r) Langkah selanjutnya, buat iptables untuk transparent proxy, agar computer
client otomatis menggunakan proxy yang kita buat.

s) Caranya ialah : buka rc dengan mengetikkan perintah : vim /etc/init.d/rc

debian:"# vim rsetcrsinit.dsro_

t) Setelah itu tambahkan script ini :

/sbin/iptables —t nat —-A PREROUTING -s 192.168.0.0/24 —p tcp —m tcp -
-dport 80 —j DNAT - -to-destination 192.168.0.1:3128

(di baris ke 5 ditambahkan) untuk lebih jelas, lihat gambar di halaman
selanjutnya.



#t +binssh

ssbinsifconfig ethl 192.168.8.1 netmask 2£55.255.255.8 up

ssbinsiptables -t nat -A POSTROUTING -o ethB -j MASQUERADE

echo 1 > sprocrsyssnetrsipvdrip forward

ssbinsiptables -t mat -A PREROUTING -s 192.168.8.8-24 -p tcp -m tcp --dport 88 -
Jj DNAT --to-destination 192.168.8.1:31Z8

rc

Startssstops services on runlevel changes.

Optimization: A start script is wnot run when the service was already
conf igured to run in the prewvious runlevel. A stop script is not run
when the the service was already configured not to run in the previous
runlevel.

Authors:
Miquel wan Smoorenburg <miquelsfcistron.nl>
Bruce Perens <{BruceP@Pixar.com>

HEESHEERESERS SR

PATH=/sbin: usr shin: hin: usr-bin
export PATH

u) Nah, langkah terakhir ialah, restart squid dan rc dengan mengetikkan perintah

[etc/init.d/squid restart
[etc/init.d/rc restart
v) Sekarang squid telah selesai di konfigurasi dan siap untuk di pakai.

Nah, hayooooo .... Ada yang pening g tch lihat script2 nya, hehehehehe itu masih sedikit friends
karena ini hanya untuk ujian praktek TKJ. Kalau mw lebih bnyak lagi bisa di temukan di soal
LKS bidang lomba IT — Networking Support (TKJ). Dah dulu nya friends, Insyaallah
konfigurasi yang lain akan di share di pertemuan selanjutnya,, © © © Mohon maaf jika ada
salah n wassalamualaikum Wr. Wh.

By Admin : Majid Rahardi



