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Instalasi dan Konfigurasi Server Debian Squeezy pada VirtualBox

Modul 9

INSTALL DAN KONFIGURASI PROXY SERVER

Install paket squid

root@server-tkj:/home/habib#

apt-get install squid

Jika muncul pesan pertanyaan “Do you want to continue [Y/n]?” Ketikkan y lalu ENTER. Kemudian tunggu

hingga proses instalasi paket squid selesai.

Edit isi file squid.conf yang terdapat dalam direktori /etc/squid/.

root@server-tk):/home/habib#

nano Jetc/squid/squid.conf

Kita akan membuat proxy non transparent. Cari script “http_port 3128” dengan menggunakan
tombol keyboard Ctrl + w. Tambahkan script seperti pada gambar sebelah kanan berikut:

http l{/hab;bahmad b #ba.

If you run Sguid on a dual-homed machine with
and an external interface we recommend you to
internal address:port in http_port. This way
visible on the internal address.

HHoH W K W
HHoH o W R

# Squid normally listens to port 3128

# Squid normal
http_port 3128

wo rdf ress.com _ _ _
you run Squid on a dual-homed machine with an :

and an external interface we recommend you to spe:
internal address:port in http_port. This way Squit
visible on the internal address.

Ly listens to port 3128
transparent

http_port 3128 m————————ipe [ Tambahkan
. menjadi —_—
seperti ini

# TAG: https_port

cache_mem 16 MB
cache_mgr admin@smknbi.net

# Note: This option 1s only available 1f Squid is reb[| visible_hostname proxy.smknbi.net

# --enable-ssl option

# # TAG: https_port

# Usage: [ip:lport cert=certificate.pem [key=k|[# Note: This option is only available 1f Squid 1s rebuilt
# # --enable-ssl option

# The socket address where Sguid will listen fof |#

# requests. # Usage: [ip:lport cert=certificate.pem [key=key.p
% Rea of Parlll | @€ Get Heln B8 writenut B2 Read File B Prev Pane MR cu-

Kemudian cari lagi script “acl CONNECT” dengan tombol keyboard Ctrl + w. Tambahkan script seperti

gambar sebelah kanan berikut:

Allowing or Denying access based on defined

Access to the HTTP port:
http_access allow|deny [!]aclname ...

http://habibahmadpurba.wordpress.com
acl Safe_ports port 1025-85535 # unregistered ports |acl Safe_ports port 1025-65535 # unregistered p
acl safe_ports port 280 # http-mgmt acl safe_ports port 280 # http-mgmt
acl Safe _ports port 488 # gss-http acl Safe _ports port 488 # gss-http
acl Safe ports port 591 # filemaker acl Safe ports port 591 # filemaker
acl Safe ports port 777 # multiling http acl Safe ports port 777 # multiling http
acl Safe_ports port 631 # cups acl Safe_ports port 631 # cups
acl Safe_ports port 873 # rsync acl Safe_ports port 873 # rsync
acl Safe_ports port 901 # SWAT acl Safe_ports port 901 # SWAT
acl purge method PURGE acl purge method PURGE
acl CONNECT method COMNECT tambahkan script acl CONNECT method CONMECT :
= seperti ini di sini —»| acl url dstdomain "/etc/squid/url®
TAG: http_access acl key url_regex -i "/etc/squid/key"

http_access deny url
http_access deny key
acl lan src 192.168.100.0/24
http_access allow lan
http_access allow all

NOTE on default values:

# TAG: http_access

- |';nn! = nnnl

Modul : Administrasi Server
http://www.habibahmadpurba.wordpress.com

M sl M ouitinr M oaad cil- B nens 0

69| Page



October 9, 2012

5.

6.

7.

8.

10.

Instalasi dan Konfigurasi Server Debian Squeezy pada VirtualBox

Cari juga script http_access deny all, kemudian tambahkan di depannya tanda #. Setelah selesai

simpan hasil konfigurasi tersebut.

# INSERT YOUR OWN RULE(S) HERE TO ALLOW ACCESS FROM °

# Example rule allowing access from your local netwo
# Adapt localnet in the ACL section to Llist your (im-
# from where browsing should be allowed

#http_access allow localnet

http_access allow localhost

http_access deny all

TAG: http_access2
Allowing or Denying access based on defined

#

#

#

# Identical to http_access, but runs after red:
# then only http_access 1s used.
#

#

#

Default:
none

search [http
Me Cet Help

Kemudian jalankan perintah squid -z.

c/squid/url®

/etc/squid/key"

root@server-tkj:/home/habib#

Tambahkan
tanda #
# d eny all other access to this proN

# INSERT YOUR OwWN RULE(S) HERE TO ALLOW ACCESS FROM YOUR CLIENTS

# Example rule allowing access from your local networks.

# Adapt localmet in the ACL section to list your (internal) IP ne
# from where browsing should be allowed

#http_access allow localnet

http_access allow localhost

# and finally deny all other access to this proxy
# http_access deny all

2013/09/23 18:11:21| Squid is already running!

TAG: http_access2
Allowing or Denying access based on defined access lists

#
#
#
# Identical to http_access, but runs after redirectors. If
# then only http_access 1s used.

#

#Default: http://habibahmadpurba.wordpress.com

# none

M Get Help B8 writeout B2 Read File B Prev Pace W8 Cut Text

root@server-tkj:/home/habibj squid -z
2013/09/23 18:11:21| strtokFile: jetc/squid/url not found
2013/09/23 18:11:21| aclParseAclLine: WARNING: empty ACL: acl url dstdomain "/et

2013/09/23 18:11:21| strtokFile: /setc/squid/key not found
2013/09/23 18:11:21| aclParseAclLine: WARNING: empty ACL: acl key url_regex -1 "

Process ID 2049
http://habibahmadpurba.wordpress.com

Selanjutnya isi file url yang sudah didefinisikan pada file squid.conf pada langkah 4 di atas, dengan
alamat-alamat situs yang akan diblokir, misalnya sex.com, bokep.com, fuck.com, dan sebagainya.

root@server-tky: /home/habib#

nano Jetc/squid/url

Isi dengan script seperti pada gambar berikut:

sex.com tambahkan alamat-
bokep.com | ot —e—=—="| alamat situs yang
fuck.com

akan diblokir

dewasa.com

Read File
where Is

WriteOut
Justify

Get Help
Exit

Prev Page
Next Page

http://habibahmadpurba.worpress.com

Cut Text
UnCut Textgl To Spell

Isi juga pada file key dengan script kata kunci untuk memblokir situs-situs tertentu. Artinya, situs-situs
yang mengandung kata kunci tersebut akan diblokir oleh proxy server. File ini juga telah didefinisikan

pada file squid.conf.

root@server-thk] :fhomefhabib#l nano Jetc/squid/key I

Isi dengan script seperti pada gambar berikut:

bokep

sex

'S

port
telanjang
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Ulangi lagi perintah squid —z seperti pada langkah 6 di atas. Kemudian perhatikan hasilnya.

root@server- tki : ,fhome,fhabib#
2013/09/23 23:35:02| Squid 1s already running! Process ID 1591
root@server-tkj:/home/habib#

Restart hasil konfigurasi pada paket squid tersebut.

root@server-tkj:/homeshabib#)/etc/init.d/squid restart
Restarting Squid HTTP proxy: Squid.
root@server-tkj:/home/habib#

Konfigurasi proxy pada server sudah selesai. Sekarang kita beralih pada PC client. Kita harus
mengkonfigurasi proxy web browser pada PC client tersebut. Caranya, buka browser [Internet Explore] 2>
Menu [Tools] = [Internet Options...]

annot find server - Microsoft Internet Explorer

Edit  View  Favorites g.
Mail and Mews

. \ ne ’ Cx A 3
L5 </ \ﬂ Pop-up Elocker 2 F/\( hokaiies 6‘2 [-'_".'.\' = &
add I@— Manage Add-ons...

A http: fweiw.google. Swnchronize. ..

windows Update

@ The page car  windows Messenger

File:

The page you are looking ToT e, The web
site might be experiencing technical difficulties, or you may need
to adjust your bm?

ttp: aﬁ ahmadpurba.wordpress.com

Please try the following:

® Click the [#] Refresh button, or try again later,

® If you typed the page address in the Address bar, make

Pada jendela Internet Option, klik tab [Connection] = [LAN Settings...]

Internet Options

General | Security | Privacy Eontentl Connections |I:'r0grams Advanced
@ Toset up an Internet connection, ;I:k
) Setup,

Dialup and Virtual Private Metwork, settings

Add...

Remove

Choose Settings if vou need to configure a prozy Settings...
server for a connection,

Mesver dial a connection
Dial whenever a network, connection iz not present
Always dial my default connection

Set D efault

Local Area Metwork [LAM] settings

LAM Settings do not apply ko dial-up connections. LAM Settings...
Choose Settings abave For dial-up settings.

http://habibahmadpurba.wordpress.com

[ ak. ][ Cancel ] Apply
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15. Pada jendela Local Area Network (LAN) Settings, beri tanda ceklist pada Use a proxy server for your LAN.

Selanjutnya isi alamat address server pada bagian Address. Pada bagian port, isi 3128 sesuai dengan yang
sudah kita masukkan sebelumnya, kemudian [OK] = [OK].

-
Local Area Network [LAN) Settings

Automatic configuration

Automatic configuration may owverride manual settings. To ensure the
use of manual settings, disable automatic configuration,

[] aukomatically detect settings

|:| Use automatic configuration script

1Proxy SErVEr

e a proxy server For vour LAN (These settings will not apply to
dll-up or VPN connections).

.ﬁ.ddreah 192, 168,100, 1 || Porti [ 3128 |[ advanced... |

[Bvpass proxy server fFor local addresses

4T [ e |

16. Sekarang kita uji proxy server dengan mengkases situs-situs yang sudah diblokir tersebut.
a. Menguji akses situs: www.sex.com

23 FRROR: The requested URL could not be retrieved - Microsoft Internet Explorer,

File Edt Wiew Fawortes Tooks Help

Q- © [« B & ) search S Favortes 7))+ 57 =3

ckdress | €] htpsifowans seccomi | A E

The requested URL could not be retrieved

Links

The following error was encountered while trying to retrieve the URL:
http:/Awww. gex. cony/

Access Denied.

Access control configuration prevents your request from being allowed at tlus tune. Please
contact your service provider if you feel this ig incorrect.

Your cache administrator is adminisimknbi.net.
| (

http://habibahmadpurba.wordpress.com

Dari tampilan gambar di atas, ternyata mengakses situs www.sex.com tidak dapat terpenuhi, kerena
alamat situs tersebut sudah diblok oleh proxy server kita.

b. Menguji akses situs: www.bokep.com

2 ERROR: The requested URL could not be retrieved - Microsoft Internet Explorer

File Edit Wiew Favorites Tools  Help

@rack - () Iﬂ &"I ﬂ /j]Search ‘:;n‘\'(Favnrites %) (- 2= %

sidress | ] httpsifman.bokep.coml |

v B ks

— http://habibahmadpurba.wordpress
ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL:

http:/www.bolep. comy/

Access Denied.

Access control configuration prevents your request from being allowed at this time. Please
contact your service provider if you feel this 1s incorrect.

Your cache administrator is admin@smlmbi.net.

Dari tampilan gambar di atas, ternyata mengakses situs www.bokep.com tidak dapat terpenuhi,
kerena alamat situs tersebut sudah diblok oleh proxy server kita.
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c. Menguji akses situs: www.fuck.com

2 ERROR: The reguested URL could not be retrieved - Microsoft Internet Explorer

Fle Edt View Favorites Tools Help

Qe v () [¥] B D O s Slormons 8 0 L

mdresslej hetpsfffuck.com] |

B> B

ERROR

http;//habibahmadpurba.wordpress.com

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://fuck.cony/

Access Denied.

Access control configuration prevents your request from being allowed at this time. Please

contact your service provider if you feel this is incorrect.

Your cache admunistrator 1s admin@smknbi net.

Dari tampilan gambar di atas, ternyata mengakses situs www.fuck.com tidak dapat terpenuhi, kerena
alamat situs tersebut sudah diblok oleh proxy server kita.

17. Sekarang kita menguji apakah konten-konten yang sudah diblokir tersebut masih dapat diakses atau tidak.

a. Menguji blokir konten bokep:

le - Microsoft Internet Explorer

dt  View Favortes Tooks Help

w - @ H (@ h DOseah o €2

[ nttpepvnans qoogleco.idf

3- %3 4

3 ERROR: The reguested URL could not be retrieved - Microsoft Internet Explorer
Fle Edt View Favorites Took Help

Qo - - [¥] B @0 POsacn Spreons € (- 2 B

e | ] bitp: funonw gongle.co idfsearch?hisidisource=hpefi=bokepibt] G=penclusuran+ Googleag=2

ai Gambar Maps YouTube Berita Gmail Drive Kalender Lainnya ¥

Google

could not be retrieved

) Indonesia

The following error was encountered while trying to retrieve the URL:
http://www.google.co.1d/search?

[| bokepl ]

Penelusuran Google | Saya Lagi Beruntung ‘

Access Denied.

Google.co.id tersedia dalam: English Basa Jaw

Program Periklanan  Solusi Bisnis  Serba-serbi Google

Dari tampilan gambar di atas, ternyata pencarian konten “bokep” tidak dapat dilakukan oleh google,

Access control configuration prevents your request from being allowed at tl
contact your service provider if vou feel this 1s incorrect.

Your cache administrator is admin@smbknbi.net.

http://habibahmadpurba.wordpress.com

kerena sudah diblok oleh proxy server kita.

b. Menguji blokir konten xxx:

View Favortes  Tools  Help

Q- d @ ;j /'?7 Search S;nt(Favur\tes e K- :;

2 ERROR: The requested URL could not be retrieved - Microsoft Internet Explorer,

File Edit view Favorites Tools  Help

Q=+ - © - [¥] B €& ) search e ravortes €3 (- :; 3, 3

http:/ fwww. google. co.idf

acdvess €] https/fuman. google. co.dsearchhi=idesaurce=hllea=r¥BbnG L Penelusuran+ Googletgbv=2

Gambar Maps YouTube Berita Grmail Drive Malender Lainnya ¥ |

ERROR

The req JRL could not be retrieved

The following error was encountered while trying to retrieve the URL:
http://www. google.co.id/search?

Penelusuran Google

Saya Lagi Beruntul

Google.co.id tersedia dalam: English Basa Jg

Program Periklanan  Solusi Bisnis  Serba-serbi Google

Access Denied.

Access control configuration prevents your request from being allowed at
contact your service provider if vou feel this 1 incorrect.

Your cache administrator is admin@smknbi.net.

Dari tampilan gambar di atas, ternyata pencarian konten “XXX” juga tidak dapat dilakukan oleh

http://habibahmadpurba.wordpress.com

google, kerena sudah diblok oleh proxy server kita.
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Untuk lebih lengkapnya:

Pengantar http://wp.me/pLLAu-f9

Modul 1 http://wp.me/pLLAu-v0
Modul 2 http://wp.me/pLLAu-eQ
Modul 3 http://wp.me/pLLAu-fc

Modul 4 http://wp.me/pLLAu-fU

Modul 5 http://wp.me/pLLAu-gu
Modul 6 http://wp.me/pLLAu-gQ
Modul 7 http://wp.me/pLLAu-hf

Modul 8 http://wp.me/pLLAu-hs

Modul 9 http://wp.me/pLLAu-ia
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