MODUL PRAKTEK DEBIAN SERVER

Dibuat oleh : Yudi Firman Santosa, S.T.
Dipersiapkan untuk Latihan Siswa Praktek Ujian Nasional 2013
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Perencanaan Debian Server untuk Gateway (Router), DNS Server, Web Server, Dhcp Server, Remote
Access Server dan Proxy Server.

Ketentuan :

Konfigurasi Server
1. 1P WAN/Internet

Debian Server =172.16.1.2/30 (eth0)
IP Server DNS ISP =172.16.1.1/30
2. IPLAN
Debian Server =192.168.50.1/24 (ethl)
3. Gateway

Sesuai Dengan IP yang diberikan oleh ISP
(Dalam contoh ini ditentukan IP Server ISP adalah 172.16.1.1/30)

Konfigurasi Client

1. IPLAN =192.168.50.xxx/24
(DHCP Server address pool =192.168.50.10 — 192.168.50.254
2. Gateway =192.168.50.1

Keterangan : xxx merupakan address antara 10 sampai 254

Remote Access Server
1. SSH Server Port =354

Konfigurasi Proxy Server

1. Sistem Operasi = OS (Linux)
2. Port proxy =3128
3. Cache Manager = nama peserta(@sekolah.sch.id
(Dalam Latihan ini adalah admin@sekolah.sch.id)
4. Visible host = www.sekolah.sch.id
5. Transparant proxy
6. Blocking Site = www.youtube.com , www.facebook.com

Konfigurasi Router
1. NAT =yes



Tambahan Ketentuan :

Hostname = tkjserver01
Domain = sekolah.sch.id
Sub Domain = 1. sub.sekolah.sch.id

2. mail.sekolah.sch.id
3.  www.sekolah.sch.id

User = siswa
Root Password = {Menyesuaikan}
User Password = {Menyesuaikan}

A. MEMULAI INSTALASI STANDARD
Instalasi dapat dilakukan secara real pada PC/Server dengan menyediakan 2 ethernet card
dan/atau dapat menggunakan bantuan software virtual machine (VMWare).
A.1. Menggunakan Software VMWARE
1. Siapkan ISO Debian 6.0.4.1 (i386) dan Harddisk Virtual sebanyak 3 GB

Mew Virtual Machine Wiza

Guest Operating System Installation

A virtual machine is like a physical computer; it needs an operating
gystem. How will you install the guest operating system?

Install from:
() Installer disc:

&3 BD-ROM Drive (F:) QRNS00_SND1

@) Installer discimage file {iso):

D:\Operating System'\Debian 150 6.0.4.1 (i336) - Poln

L\'. Could not detect which operating system iz in this disc image.
You will need to specify which operating system will be installed.

() I will install the operating system later.
The virtual machine will be created with a blank hard disk.

[ < Back ][ Mext = ][ Cancel ]

2. Guest Operating system pilih Other dan Version pilih Other

7

Mew Virtual Machine Wiza

Select a Guest Dperating System
Which operating system will be installed on this virtual machine?

Guest operating system

() Microsoft Windows
() Linux

) Novell NetWare
() Sun Solaris

() YMware ESX

(@ Other

Version

Other -

[ < Back ][ Mext = ][ Cancel




3. Berikan nama Virtual Machine misalnya “Persiapan_UKK 2013 dan simpan
konfigurasi di folder tertentu agar mudah dicari dan jangan sampai hilang.

Mew Virtual Machine Wi

Mame the Virtual Machine
What name would you like to use for this virtual machine?

Virtual machine name:
Persiapan_UKK_2013

Location:

E:'\Sekolah\Debian\onfigurasi Debian'2013 2014

The default location can be changed at Edit = Preferences.

[ < Back ][ Mext > ][ Cancel ]

4. Siapkan harddisk virtual sebanyak 3 GB.

-

Mew Virtual Machine Wi

Specify Disk Capacity
How large do you want this disk to be?

The virtual machine's hard disk is stored as one or more files on the host
computer's physical disk. These file(s) start small and become larger as you
add applications, files, and data to your virtual machine.

-

Maximum disk size (GE): 35

Recommended size for Other: & GB

(@) Store virtual disk as a single file

(7 split virtual disk into multiple files

Splitting the disk makes it easier to move the virtual machine to another
computer but may reduce perfarmance with very large disks.

[ < Back ][ Mext = ][ Cancel ]

5. Lakukan customize Hardware untuk menambah memory dan Ethernet card virtual.



Ready to Create Virtual Machine
Click Finish to create the virtual machine and start installing Other.

The virtual machine will be created with the following settings:

Mame: Persiapan_UKK_2013 &
Location: Ef\SekolahtDebian\Konfigurasi Debian'2013 2014
Version: Workstation 8.0 -
Operating Syst... Other 1
Hard Disk: 3GE

Memory: 256 MB -
d | 1 3

[ Customize Hardware. ..

Power on this virtual machine after creation

[ < Back ]f Finish ][ Cancel ]

6. Upgrade memory (RAM) Virtual menjadi 512 MB, dan tambahkan network adapter
sehingga total ada 2 network adapter dengan state bridge.

-
Hardware " M
Device Summary Memony
s Spedify the amount of memory allocated to this virtual
2O Y 512 MB machine, The memory size must be a multiple of 4 MB,
[ Processors 1 )
“JMew CD/OVD (... Using file D:\Operating Syst... Memory for this virtual machine: 5125 MB
Floppy Auto detect
Ell‘wletwork Adapt... Bridged &4 GE
Ell‘wletwork Adapter Bridged 1268
%‘ S?und Card Auto detect e
E]DlspJay Auto detect BGE [E Maximum recommended memory
4GB (Memary swapping may
S oceur beyond this size.)
e < 1332 MB
SIZME -C) [E Recommendad memory
256 MB
256 ME
128 ME
&4 ME [ Guest OS5 recommended minimum
zhe 4 32MB
16 ME
&ME
4 MB
Close ] [ Help
b

7. Lanjutkan dengan mengclick Finish



Mew Virtual Machine Wiza li_E-}J
=4

Ready to Create Virtual Machine I
Click Finish to create the virtual machine and start installing Other.

The wirtual machine will be created with the following settings:

Mame: Persiapan_UKK_2013 -
Location: E\Sekolahh\Debian' Kenfigurasi Debian’2013 2014
Version: Workstation 8.0

m

Operating Syst.. Other

Hard Disk: 3GE
Mernory: 512 ME -
4 (11 F

[ Customize Hardware.., {

| Power on this virtual machine after creation

| < Back || Finish || Cancel |

A.2. Menggunakan Instalasi Langsung di PC/Server

1. Siapkan DVD Debian, hidupkan CPU. Masuk ke BIOS, Atur BIOS agar Boot Order
diarahkan pertama ke DVD-ROM. Masukan DVD Debian 6.0.2.1. Simpan Konfigurasi

BIOS. Restart CPU.
Maka Tampilan awal akan sebagai berikut
Pilih Install

&
7 debian

The Universal Operating System

Installer boot menu

Graphical install
Advanced options
Help

2. Pilih bahasa English



3.

4.

[11] Select a language |

Choose the language to be used for the installation process. The selected language will
also he the default language for the installed sustem.

Language:

C Mo localization
filbanian shoip
Arahbic R
Asturian Asturianu
Basoue Euskara
Belarusian Eenapyckas
Bosnian Bosanski
Bulgarian BrArapckn
Catalan Catala
Chinese (Simplified) R T (TR )
Chinese (Traditional) R (ER)
Croatian Hrvatski
Czech Cestina
Daniszh Dansk
Nederlands

Esperanto Esperanto
Estonian Eesti
Finnish Suomi
French Francals
Galician Galego
German Deutsch
Greek ExANU LKG

<o Back:

0> MOVES lects; <Enters activates buttons

Pilih Other

[V1] Select your location |

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where you live.

This is a shortlist of locations based on the language you selected. Choose “other' if
your location is not listed.

Country, territory or area:

Antigua and Barbuda
Australia
Botswana
Canada

Hong kKong
India

Ireland

New Zealand
Migeria
Philippines
Singapore
South Africa
United Kingdaom
United States
Zimbabuwe

<Go Back:

activates buttons

Pilih Benua/Region : Asia



[V1] Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should be the country where gou live.

select the continent or region to which vyour location belongs.
Continent or region:

Africa
Antarctica
REREE]

Atlantic DOcean
Caribhean
Central America
Europe

Indian Ocean
Morth America
Oceania

South America

<Go Back:

5. Pilih Negara : Indonesia

[11] Select your location

The selected location will be used to set your time zone and also for example to help
select the system locale. Mormally this should he the country where you live.

Listed are locations for: Asia. Use the <Go Back: option to select a different continent
or region if your location is not listed.

Country, territory or area:

a
Iran, Islamic Republic of
Iran
Israel
Japan
Jordan
kKazakhstan
Korea, Democratic People's Republic of
korea, Republic of
Kuwait
Kyrgyzstan
Lao People's Democratic Republic
Lebanon
Hacao
Malaysia
HMongolia
Myanmar
MNepal
aman

<Go Back:

> MOVES; < elects; <Enter> activates huttons




6. Pilih : Singapore

[1] Configure locales |

There is no locale defined for the combination of language and country you have selected.
You can now select your preference from the locales available for the selected language.
The locale that will be used is listed in the second column.

Country to base default locale settings on:

fntigua and Barbuda
Australia

Botswana

Canada

Hong Kong

India

Ireland

New Zealand

Nigeria

Philippines

] "B

South Africa
United Kingdom
United States
Z imbabuwe

<Go Back:

<F1» for help; <Tab> mov . selec (Enter> activates buttons

7. Pilih Keyboard Layout : American English



8.

9.

10.

nter> activates buttons

Pilih EthO sebagai Ethernet yang akan dihubungkan langsung ke WAN / Internet.
(Perhatikan merk Ethernet, agar tidak tertukar saat pemasangan kabel WAN atau LAN)

Segera batalkan untuk mendapatkan automatic ip dari DHCP Server. Apabila sudah
terlanjur kembali ke menu sebelumnya.

Saat ini kita akan mengkonfigurasi IP WAN/Internet terlebih dahulu, Pilih Configure
Network Manually



11. Isikan IP WAN yang telah ditentukan oleh ISP dengan : 172.16.1.2

12. Isikan Netmask yang telah ditentukan : 255.255.255.252

13. Isikan IP Gateway Server Debian, yaitu IP Server ISP : 172.16.1.1 (secara otomatis sudah
terisi, karena hanya 2 (dua) ip saja valid untuk subnetmask /30)

14. Isikan Name Server Addresses dengan IP Server ISP : 172.16.1.1 (secara otomatis sudah
terisi, karena hanya 2 (dua) ip saja valid untuk subnetmask /30)



[V1] Configure the network

The name servers are used to look up host names on the network. Please enter the IP
addresses (not host names) of up to 3 name servers, separated by spaces. Do not use
commas. The first name server in the list will be the first to be gueried. If wou don't
want to use any name server, Jjust leave this field blank.

Mame serwver addresses:

<Go Back>

15. Isikan Hostname Server Debian : tkjserver01

['] Configure the network
Please enter the hostname for this system.
The hostname is a single word that identifies your system to the network. If you don't
know what your hostname should be, consult your network administrator. If you are setting
up your own home network, you can make something up here.
Hostname:

EryEril

<Go Back>

16. Isikan Domain Name : sekolah.sch.id

[!T Configure the network
The domain name is the part of your Internet address to the right of your host name. It
is often something that ends in .com, .net, .edu, or .org. If you are setting up a home
network, you can make something up, but make sure you use the same domain name on all
Jyaur computers.

Domain name:

<Go Back: <Cont inues

17. Isikan password root

IIIIIIIIIIIIIIIIIIIIIIIIIIIIIIIFllllllllllllllllllllllllllllllllllllllllllqFIIIIIIIIIIIIIIIIIIIIIIIIIIIII

1 [!'!] Set up users and passwords |

You need to set a password for 'root', the system administrative account. @ malicious or
ungualified user with root access can have disastrous results, so you should take care to
choose & root password that is not easy to guess. It should not be a word found in
dictionaries, or a word that could be easily associated with you.

A good password will contain a mixture of letters, numbers and punctuation and should be
changed at regular interwvals.

The root user should not have an empty password. If you leawe this empty, the root
account will he disabled and the system's initial user account will he given the power to
become root using the “sudo' command.

Mote that you will not be able to see the password as you tupe if.

Root password:

<Go Back: <Continues

18. Masukan sekali lagi password root untuk verifikasi.




19.

20.

21.

22.

1 [!'!] Set up users and passwords |

Pleasze enter the same root password again to werify that you have tuped it correctly.

Re-enter password to verify:

<G0 Back>»

Isikan nama user baru : siswa

[V1] Set up users and passwords

A user account will be created for you to use instead of the root account for
non-administrative activities.

Please enter the real name of this user. This information will be used for instance as
default origin for emails sent by this user as well as any program which displays or uses
the user's real name. Your full name iz a reasonable choice.

Full name for the new user:

<{Go Back:> <Cont inues

Isikan username untuk account baru : siswa

[1'1] Set up users and passwords

Select a username for the new account. Your first name is a reasonable choice. The
username should start with a lower-case letter, which can be followed by any combination
of numbers and more lower-case letters.

Username for Jour account:

<Go Back:

Isikan password untuk username siswa

[11] Set up users and passwords

A 2ood password will contain a mixture of letters, numbers and punctuation and should be
changed at regular intervals.

Choose a password for the new user:

<Go Back: <Continues

Isikan kembali password username siswa untuk verifikasi.

[1'] Set up users and passwords
Flease enter the same user password again to verify you have typed it correctly.

Re-enter password to verify:

<G0 Back:




23.

24.

25.

Batalkan untuk sinkronisasi waktu server

Pilih Zona Waktu : Pontianak (Time Zone terdekat)

Partisi Harddisk Linux dapat dilakukan dengan Manual atau Guided.

Cara Manual
Pilih Manual

Pilih harddisk Virtual I seperti berikut

Lanjutkan pembuatan partisi baru click Yes



4, Pilih partisi Free Space lalu Enter

5. Pilih Create a new Partition, lalu Enter

6. Ubah menjadi 2 GB untuk partisi pertama (root).

7. Pilih tipe Primary




8. Partisi dibuat pada awal space yang tersedia, Pilih Beginning, lalu Enter.

9. Bootable flag di setting on

10. Selesai mempartisi root pilih Done setting up the partition, |lalu Enter




11.

12.

13.

14.

15.

Melanjutkan mempartisi swap (virtual memory), Pilih Free Space, lalu Enter.

Pilih Create a new partition, lalu Enter

Gunakan semua sisa harddisk (partisi swap 2 x RAM) : 2 x 512 MB = 1024 MB ~ 1,2 GB

Pilih Logical untuk tipe partisi swap.

Ubah file system dengan click dan enter pada use as.



16.

Pilih Swap area, lalu Enter

17. Selesai mempartisi swap dengan memilih Done setting up the partition, |lalu Enter

18. Dua partisi sudah disetting, Pilih Finish partitioning and write changes to disk, lalu Enter



19.  Write the changes to disk, pilih Yes lalu Enter untuk memulai memformat.

B. Cara Guided
Cara kedua lebih simple, karena Debian akan memandu dan secara otomatis membagi dan
memformat partisi sesuai kebutuhan umumnya. Perlu diperhatikan dalam cara kedua ini,
jika diperhatiakn space yang tersedia adalah 2 GB (sesuai total space pada saat pemilihan
diawal).

1. Gunakan metode partisi : Guided — use entire disk

2. Pilih disk yang akan di partisi.



3.

4.

5.

26.

Pilih Skema Partisi : All files in one partition

Lanjutkan dengan pilihan : Finish partition and write changes to disk

Konfirmasi untuk memulai partisi : YES

Pilih No untuk melanjutkan tanpa mengganti CD/DVD



| [!1 Configure the package manager |

Your installation CD or D¥D has heen scanned; its label is:

Dehian GMUsLinux 6.0.2.1 _Sgueeze_ - Official 1386 OYD Binary-1 20110626-15:45

You now have the option to scan additional CDs or DVDs for use by the package manager
fapt). Normally these should be from the same set as the installation COD/DYD. If you do
not hawve any additional CDs or DYWDs available, this step can just be skipped.

If Yyou wish to scan another CD or OYD, please insert it now.

Scan another CD or DVD?

<G0 Back> <Yesy [<1o

31. Pilih No pada network mirror

['] Configure the package manager |

A netwark mirror can he used to supplement the software that is included on the CD-ROM.
This may also make newer wversions of sofftware available.

Y¥ou are installing from a DVD. Even though the DVD contains a large selection of
packages, some may he missing. If you have a reasonably good Internet connection, use of
a mirror is suggested if wou plan to install a graphical desktop environment.

Use a network mirror?

{Go Back: <Yesr m

32. Pilih No pada participate in the package usage survey

[1] Configuring popularity-contest
The system may anonymously supply the distribution developers with statistics about the
most used packages on this sustem. This information influences decisions such as which
packages should go on the first distribution CD.

If you choose to participate, the automatic submission script will run once every week,
sending statistics to the distribution developers. The collected statistics can be wiewed
on http://popcon.debian.orgs.

This choice can be later modified by running "dpkg-reconfigure popularity-contest'.

FParticipate in the package usage survey?

<Yes) BN

33. Pilih software yang di install hanya Standard system utilities

[1] Software selection

At the moment, only the core of the system iz installed. To tune the system to your
needs, you can choose to install one or more of the following predefined collections of
softuware.

Chooze software to install:

top enyironment

em utiliti

34. Pilih YES untuk instalasi GRUP boot loader pada master boot record



35. Tunggu instalasi selesai. Apabila sudah selesai, sebelum restart keluarkan DVD Debian dari
DVD-ROM, atau dapat masuk ke menu BIOS sebelum booting untuk mengubah boot
order.

20. KONFIGURASI DEBIAN ROUTER

1. Gunakan login root untuk konfigurasi.

Skipping font and keymap setup (handled by console-setup).
Setting up console font and keumap...done.

INIT: Entering runlevel: 2

lzing makefile-style concurrent boot in runlevel 2.
Starting NFS common wtilities: statd.
Starting portmap daemon...dlready running. .
Starting enhanced suyslogd: rsyslogd.
Starting ACPI services....

Starting deferred execution scheduler: atd.
Starting periodic command scheduler: cron.
Starting MTA: eximd.

Login root

Debian GHU/LiInUxX 6.0 tkjservero

tkiserver0l login: root
Password:
Linux tkjserver)ol 2.6.32-5-686 #1 SMP Mon Jun 13 04:13:06 UTC 2011 i686

The programs included with the Debian GNU/Linux sustem are free software:
the exact distribution terms for each program are described in the
individual files in susrssharesdocs/*/copuright.

Debian GHUsLInux comes with ABSOLUTELY NO HARRANTY, to the extent
permitted by applicable law.
rogtdtkjserverol: ™4 _




2. Periksa konfigurasi interface

Perintah untuk melihat
konfigurasi interface

individual files in fusr/share/doc/*/copy
Debian GHU/Linux comes with ABSOLU Y ND
permitted by applicable law.
rootd@tk jserver0l:™# ifconfig
ethio Link encap:Ethernet HHaddr 00:0
inet addr:172.16.1.2 Bcast:172.
inete addr: feB0::20c:29ff:feal:
UP BROADCAST RUWNIMNG MULTICAST

HARRANTY, to the extent

c:29:a3:36:h9
16.1.3 Mask:255.255.255.252
36b9/64 Scope:Link

HTU:1500
overruns:o

Metric:1
frame:0

Ethernet yang

akan terhubung

RX packets:1 errors:0 dropped:0
T4 packets:6 errors:0 dropped:0
collisions:0 txgueuelen:1000

overruns:0 carrier:0

langsung ke ISP RY bytes:60 (60.0 B) TX bytes:468 (468.0 B)
Interrupt:18 Base address:0x2000
Mengedit file
1o Link encap:Local Loopback interfaces

inet addr:127.0.0.1 Mask:255.0.0.0
inete addr: ::1/128 Scope:Host

UP LOOPBACK RUNWING MTU:16436 MHetric:1
R packets:8 errors:0 dropped:0 overruns:0 framgso
TA packets:8 errors:0 dropped:0 averruns:0 caprlier:0
collisions:0 txqueuelen:Q

R¥ bytes:560 (560.0 B) TX butes:5e0

(560 B)

rogtdtkjserverol: ™4 pico setc/snetworksinterfaces _

3. Tambahkan IP LAN pada ethl. Gunakan trik ‘cut- unCut’ untuk mempercepat dan
sesuaikan dengan rancangan untuk IP LAN.
GNU nano 2.2.4 File: /etc/network/interfa Modified
# The primary network interface
allow-hotplug etho
iface etho inet static
address 172.16.1.2
netmask 255.25%5.255.252
network 172.16.1.0
broadcast 172.16.1.3
gateway 172.16.1.1
# dns-= options are implemented by the resolvconf package, if installed
dns-nameservers 172.16.1.1
dns-search sekolah.sch. id
# The Secondary (LAM) network interface Tambahkan sesuai
auto ethil dengan konsep
iface ethl inet static
address 192.168.50.1 TCP/IP
netmask 255.255.255.0
network 192.168.50.0
broadcast 192.168.50.255_
Get Help ] Writedut [ Read File Frev Page Cut Text |8 Cur Pos
Exit Bl Justify Wl Hhere Is Hext Page UnCut Textiml To Spell
4, Simpan, dan restart




5.

6.

LAN

GHU nano 2.2.4 File: setc/network/interfaces

netmask 255.255.255.252

network 172.16.1.0

broadcast 172.16.1.3

gateway 172.16.1.1

# dns-# options are implemented by the resolvconf package, if installed
dns-nameservers 172.16.1.1

dns-search sekolah.sch.id

# The Secondary (LAN) network interface
auto ethi

iface ethl inet static
address 192.168.50.1 Restart server untuk

netmask 255.255.255.0 melihat dan mengaktifkan

network 192.168.50.0 perubahan interface
broadcast 192.168.50.255

root@tk jiserverol: ™4 reboot_

Setelah login, cek interface yang sudah diaktifkan

|‘Dut@t+.Jserchcunf ig |less_

WAN

ah Sil, maka akan terdapat ethl (Ethernet LAN yang sudah

n sebelumnya).

Link encap:Ethernet HHaddr 00:0Cc:29:a83:36:h%9

inet addr:172.16.1.2 Bcast:172.16.1.3 Mask:255,.255.255.252
inets addr: feB0::20c:29ff:fea3:36b3/64 Scope:Link

UP BROADCAST RUMNIMG MULTICAST MTU:1500 Metric:l

R¥ packets:5 errors:0 dropped:0 overruns:0 frame:0

T packets:30 errors:0 dropped:0 overruns:0 carrier:0
collisions: 0 txgueuelen: 1000

R¥ bytes:771 (771.0 B) TX bytes:1476 (1.4 KiB)

Interrupt:18 Base address:0x2000

Konfigurasi
ditamba
etho

ethil Link encap:Ethernet HHaddr 00:0C:23:&43:36:C3
Il inet addr:192.168.50.1 FBcast:192.168.50.255 Mask:255.255.255.0
inets addr: feB0::20c:29ff:fea3d:36c3/64 Scope:Link
UP BROADCAST RUMMNIMG MULTICAST MTU:1500 Metric:1
RX packets:31 errors:0 dropped:0 overruns:0 frame:0
::> T packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
R¥ bytes:2331 (2.2 KiB) TX bytes:d468 (468.0 B)
Interrupt:19 Base address:0x2080

la Link encap:Local Loophack
inet addr:127.0.0.1 Mask:255.0.0.0
inete addr: ::15128 Scope:Host
UP LOOPBACK RUNWING MTU:16436 Metric:1




7.

8.

inets addr: feb0::20c:29ff:feal:36b3/64 Scope:Link

UP BROADCAST RUNNIMNG MULTICAST MTU:1500 Metric:1

R¥ packets:5 errors:0 dropped:0 overruns:0 frame:0

TX packets:30 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000

R¥ bytes:3771 (771.0 B) TH¥ huytes:1476 (1.4 KiB)
Interrupt:18 Base address:0x2000

ethi Link encap:Ethernet HHaddr 00:0c:29:83:36:c3
inet addr:192.168.50.1 Bcast:192.168.50.255 Mask:255.255.255.0
inets addr: febB0::20c:29ff:feal3:36c3/64 Scope:Link
UP BROADCAST RUNNING MULTICAST MTU:1500 HMetric:1
R¥ packets:31 errors:0 dropped:0 overruns:0 frame:0
T packets:6 errors:0 dropped:0 overruns:0 carrier:0
collisions:0 txgueuelen:1000
R¥ bytes:2331 (2.2 KiB) TX bytes:d468 (468.0 B)
Interrupt:19 Base address:0x2080

lo Link encap:Local Loopback
inet addr:127.0.0.1 Mask:255.0.0.0
inete addr: ::1/128 Scope:Host
UP LOOPBACK RUWNMING MTU:16436 Metric:1

[3]1+ Stopped ifconfig | less
root@tkjserverol: ™4 _

Edit file sysctl.conf pada folder /etc/
root@tk jserverdl:™¥ pico fetc/sysctl.conf _

Hapus tanda # untuk mengaktifkan ip forwarding Setelah karakter
GNU nano 2.2.4 tc/sysctl.cont # dihapus

# See hittp://lun.nets/Articless/277146/
# Note: This may impact IPve TCP session oo
#net . ipv4.tcp_syncookies=1

# Uncomment the next linge 40 enable packet forwarding for IPv4
net . ipvd. ip_forward=1

# Uncomment the next line to enable packet forwarding for IPVE

# Enabling this option disables Stateless Address Autoconfiguration
# based on Router Advertisements for this host
#net.ipve.conf.all.forwarding=1

R R R R AR R AR R AR AR AR AR AR RR
Additional settings - these settings can improve the network
security of the host and prevent against some network attacks
including spoofing attacks and man in the middle attacks through
redirection. Some network environments, however, require that these
settings are disabled so review and enable them as needed.
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R T T

Cek iptable untuk melihat routing.

Debian GMUALinux comes with ABSOLUTELY WO WARRAMTY, to the extent
permitted by applicable law.

root@tk iserverol: ™% iptables -t nat -n -L

Chain PREROUTIMNG (policy ACCERT)

target prot opt source destinatiaon

Chain POSTROUTIWNG (policy ACCEFRT)
target prot opt source destination

Chain OUTPUT ipolicy ACCEPRT)
target prot opt source destination
Foot@tk jservernl: ™y _

root@tk jserver0l:™% nano fetcsrc.local _




GHNU nano 2.2.4 File: Jetcsrc.local Modified

Wl/shindsh -e

b3

# rc.local

#

# Thiz script is executed at the end of each multiuser runlewel.

# Make sure that the script will "exit 0" on success or any other

# walue on error.

i

# In order to enable or disable this script Jjust change the execution

W hits.

b3

# By default this script does nothing.

iptables -t nat -A POSTROUTIWG -o ethd -j MASOQUERADE_

exit 0

H Get Help @ Writeout [ Read File H Prev Page H cut Text 8 cur Fos
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10. Restart server

root@Etk jserver0l:™# reboot_

11. Periksa kembali iptables untuk memastikan setelah restar

berfungsi.

outing tables dan nat masih

root@tk jserver0l:™# iptables -t nat -n =L

Chain PRERODUTING (policy ACCEFT)

target prot opt source dest

Chain POSTROUTING
B pr

MASQUERADE all

[policy ACCEFT)
t source
0.0.0,0/0

dest

Chain OUTPUT (policy ACCEPT)
target prot opt source
root@tk jserver0l: ™4 _

dest

0.0.0.050

ination

ination

ination

12. Saatnya menguiji di Client (Windows). Sesuaikan dengan k

onfigurasi di bawa ini




14.

g 5
Internet Protocel Version 4 (TCP/IPv4) Properties @Iﬂj

il
General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

(71 Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 168 ., 50 . 2
Subnet mask: 255 .255.255. 0
Default gateway: 192 . 168 . 50 . 1

Cbtain DNS server address automatically
i@ Use the following DNS server addresses:

Preferred DNS server: 192,188, 50 ., 1

Alternate DMS server: I e | S [ 1|

[]validate settings upon exit

[ oK ][ Cancel ]

o

BN Select Administrator: C\Windows\system32\cmd 2:e

C:Users Masterripconfig

Hindows IP Configquration

Miveless LAN adapter Wireless Metwork Connection:

Media State . . . . . . . . . . . & Media discognected
Connection—specific DNS Suffix . =

‘thernet adapter Local firea nnection:
specific 3 uwffix

IPve Add s &

[Ethernet adapter UMuware Metwork fAdapter UMneti:

Connection—-specific DNE Suffix
Link—local IPvé Address .
IPud4 Address. . . . . . .
Subnet Mazk .

= : feBB::fde8:5c4?:5c42:8b12x22
: 192.168.153.1
255.255.255.8

owoa
oo
'

Test ping ke server debian (IP LAN dan IP WAN)




system3Ziemd.exe

slserssMasterrping 192.168.58.1

inging 192.168.58.1 with 32 bytes of data:
[Reply from 192.168.58.1: bytes=32 timed{imns TIL=64
[Reply from 192.168.58.1: bytes=32 timedlms TIL=64
Reply from 192.168.58.1: bytes=32 time{ims TTL=64
eply From 192.168.580.1: bytez=32 timed{lms TIL=064

Ping statistics for 192.168B.58.1:

Packets: Sent = 4, Received = 4, Lost = @ (8x loss),
pproximate round trip times in milli-seconds:

Hinimum = Bms, Maximum = Bms,. Average = Bns

IC:xlUserssMaster?ping 172.16.1.2

Pinging 172.16.1.2 with 32 bytes of data:

Reply from 172.16.1.2: hytes=32 time<ims TTIL=64
Reply from 172.16.1.2: hytes=32 time{ims TTL=64
Reply from 172.16.1.2: hytes=32 time<ilms TIL=64
Reply from 172.16.1.2: hytes=32 timedims TTL=h4

Ping statistics for 172.16.1.2:

Packets: Sent = 4, Received = 4, Lost = 8 (8% loss).
Mpproximate round trip times in milli-seconds:

Hinimum = Bms. Maxinum = Bmz. Average = Bmz

21. KONFIGURASI DEBIAN DNS

1. Masukan DVD Debian lalu Install paket DNS (BIND9)

root@tk jserver0l: ™4 apt-get install bind9_

bhind9-doc resolvconf ufuw
The following WEW packages will be installed:
hind9 bind9utils
0 upgraded, 2 newly installed, 0 1o remoy
Need to get O B/462 kB of archives.
After this operation, 1,389 kKB of
Do you want to continue [Y/nl7? y
Preconf iguring packages
selecting previously deselected package bind9utils.

and 0 not upgraded.

itional dizsk space will be used.

(Rerading databasze ... 22459 files and directories currently installed.)
Unpacking bindSutils (from ... /bind3utils_9.7.3.dfsg-1"squeeze2_i386.deh)
celecting previously deselected package bind3.

Unpacking bind? (from .../ bind9_9.7.3.dfsg-1"squeeze2_1i386.deb)

Processing triggers for man-db

Setting up bind9utils (1:9.7.3.dfsg-1"squeeze2)
Setting up bindd (1:9.7.3.dfsg=-1"squeeze?)
pdding group “bind' (GID 106)

Done.

pdding sustem user bind' (UID 103)

fdding new user “bind' (UID 103) with group “bind'
Not creating home directory Avar/scachesbind'.
wrote key file "setc/bind/rndc. key”

fd

Starting domain name service...: bind9.
root@tkjserverQl: ¥ _

2. Pada debian 6 (Squeeze), nama paket DNS dan servicenya adalah BIND9, namun nama
folder yang terbentuk pada server adalah BIND

3. Masuk ke folder BIND, Periksa File yang ada pada Folder tersebut.
4, Copy file db.local = db.sekolah

5. Copy file db.local = db.sub

6. Copy file db.127 - db.192

7. Periksa kembali file yang terdapat pada folder Bind untuk memastikan file sudah tercopy.



8.

10.

Pindah ke

folder bind
Melihat file

pada folder

root@tk jserverdl:/etc/bind#
root@tk jserverdl:setc/shindd cp
root@tk jserverol:/etc/bind#
root@tk jserver0l:setc/binde Ls

root@tk jserver0l:/etc/bindd _

root@tkjserverol:"# cd x‘etu:.-"blndA/
root@tk jserverdl:setcshindg 1s

bind.keys db.empty named.conf.default-zones zones.rfci9isg Mengcopy
db . 0 db. local named.conf.local file yang
db. 127 db.root named.conf .opt ions diperlukan
db . 255 named.conf rndc.key

cp db.local db.sekolah
db. local db.sub
cp db.127 db.192

bind.keys db.255 db.sekolah named.conf.local
db .0 db.empty dhb.sub named.cont.options
db. 127 db.local named.conf rndc.key

db., 192 db.root named.conf.default-zones zones.rfcl91s

Edit dengan perintah pico atau nano pada

folder bind file named.conf.default-zones

gunakan trik ‘cut-unCut’. Ingat baris yang ada jangan dihapus atau diedit. Tambahkan

konfigurasi pada baris paling bawah.

GHU nano 2.2.4 File:
zone "255.in-addr.arpa”
type master;
file "setcs/binds/db.255";
T .
/7 Tambahan Admin Domain sekolah.sch. id_
zone "'sekolah.sch.id” {
Type master;
file "/etc/bindsdb.sekolah™;
is
zone “'sub.sekolah.sch.id"
type master;
file "setc/bindsdb.sub™;
T
zone "'S0.168.192. in-addr.arpa’ i
type master;
file "/setcs/bindsdb.192";
ii

Get Help
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named.conf.default-zones
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Edit pada folder bind file named.conf.options

rootd@tk jserverdl:setc/bind# pico named.conf.options _

GHU nano @ File:

options §
directory "/var/scachesbind;

44 If there is a firewall hetween

sS4 oports to talk.

S nameservers, you probably wa
S Uncomment the following b Leck
/4 the all-0's placeholder

forwarders |

172.16.1.1;

33
allow-query §{ any; §i_
auth-nxdomain no; # conform to

listen-on-ve § any; §;
is

Get Help | WriteOut | Read File
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named.conf .options

/ to talk to, you may need to fix the fires
See http: s www, d

A4 If your ISP provided one or moreg

Tambahkan IP ISP
dan aktifkan query

you and name

o rrTow Tt

wE/vulss1ds800113

IFI=

kh.cer
P Addresses for stable

dse them as forwarders.
d insert the addresses replacing

RFC1035
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Masih pada folder Bind, edit file resolv.conf



11.

12.

13.

14.

15.

root@tk jserver0l:/etc/bind# pico Jetc/resolv.conf _

Sesuaikan dan tambahkan IP Address name server sebagai berikut.

5

GNU nano 2.2.¢

search sekolah.
nameserver 127.
nameserver 192.
nameserver 172.

File: setc/resolv.conf Modified

sch. id
0.0.1
168.50.1_
16.1.1
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Edit file db.sekolah

root@tk jserver0l:setc/bind¥® pico db.sekolah_

Sesuaikan dengan hostname, domain, subdomain dan IP pada rancangan (soal).

GH nano 2.72.4

1

File: dh.:

i BIND data file for local loophack interface

ETTL 604800

@ IN
@ IH
@ IN
@ IN
tkiserverol
W

mail

Get Help
§ Exit

Edit file db.sub

S08 tkjserverOl.sekolah.sch.id. tkjiserver0l.sekolah.sch.id.

2 i Serial
BO4E00 i Refresh
Ba400 i Retry
2419200 i Explire
AO4800 1 i Negatiwe Cache TTL
NS tkjserver0l.sekolah.sch. id.
(5B 10 mall.sekolah.sch. id.
A 192.168.50.1
I A 192.168.50.1
I CHAME tkjserverol
IN CHAME tkjserverol

Prewv Fage Cut Text
Mext Page UnCut Text]

Cur Fos
To Spell

Justify M Where Is

root@tk jserverdl: s etc/bind¥ pico db.sub_ |

Sesuaikan dengan sub domain dan ip address pada rancangan (soal)




16.

17.

18.

19.

GHU nano 2.2.4 : dh.su

3

; BIWD data file for local loopback interf

FTTL GO4E00
@ IM S0A sub.sekolah.sch. id
2 H
GO4E00 H
Bado0 H
2413200 H
BO4800 ) H
IN ME sub.sekolah.sch. id
IM A 192.168.50.1

=R =T

sub IN A 192.168.50.1

[ Hrote 16

b

=18

. sub.sekolah.sch.id. ¢
Serial

Refresh

Retry

Expire

Megative Cache TTL

lines 1

root@tk jserverdl: /etcsbindd

Edit file db.192

[rootétk jserveroi:setc/bind# pico db.192_ |

Sesuaikan dengan hostname dan IP Address yang digunakan pada rancangan (soal)

GHU nano 2.2.4 File: setc

.

; BIMND rewverse data file for local loo

ETTL GO4E00
i} IN S0A  tkiserverDl.sekol
1
04800
Bed400
2419200
BO4E00 )

@ IN NS tkiserverdl,se
IN FTR tkiserverdl.se

=

Ahindsdb. 192

phack interface

ah.sch.id. ftkjiserver0l.sekolah.sch. id.

i Zerial
i Refresh

i Retry

i Expire

i Megative Cache TTL

kolah.sch. id.
kolah.sch. id.

Angka ‘1’ di dapat dari angka ter
IP DNS (192.168.50.1)

akhir pada

] [ Read
fi fead File
Wl Hhere Is

B Writeout

E Get Help
Exit B Justify

Restart service DNS (Bind9)

14 lines |
Prey Fage E Cut Text
| Next Page

rootdtk jserverol:setc/hindd _

root@tk jserverdl:setc/bind# setcsinit.
Stopping domain name service...: bind9 waiting for pid 1621 to die.
Starting domain name service...: bind9.

dsbind9 restart

Periksa konfigurasi DNS di Server Debian

UnCut Textlil@l To Spell




(

rootdtk jserverdl:/etc/bind#|nslookup tkjserverOl.sekolah.sch.id

—1

Server: 127.0.0.1

Address: 127.0.0, 1#53

Name : tkjiserverol.sekolah.sch. id

Address: 192.168.50.1

Pontmtkjseruevnl:fettfhind#[nelnnkup sub.sekolah.sch. id ]
Server: 127.0.0.1

Address: 127.0.0,1#53

Name : zub.sekolah.sch. id

Address: 192.168.50.1

ront@tkjserverﬁl:fetcfnind#[nslnukup mail.sekolah.sch. id ]
SErver: 127.0.0.1

Address: 127.0.0, 1853

mail.sekolah.sch, id canonical name = tkjserverQl.sekolah.sch. id.
Mame : tkiserverol.sekolah.sch. id

Address: 192.168.50.1

rootdtk jserveril:setc/bindd

( ]
ant@thJaeruErOl:fetcfhind#thlnnbup 192.168.50.1 J
SErVEer: 127.0.0.1
Address: 127.0.0, 1853
1.50.168,192. in-addr.arpa name = servertkjol.sekolah.sch.id.
root@tk jserverdl:/etc/bind# nslookup tkjserverOl
Server: 127.0.0.1
Address: 127.0.0, 1753

Name : tkiserver0l.sekolah.sch, id
Address: 192.168.50.1

PDDt@thSEPUEPOIEIEtffhinJ; nslookup sekolah.sch.id ]

SErver: 127.0.0.1
Address: 127.0.0,1#53
MName : sekolah.sch. id

Address: 192.168.50.1

rootdtk jserverQl:setc/bindd _

rontmtkjseruEP01:fettfhinJ? nslookup www J
SErvVer: 127.0.0.1
Address: 127.0.0.1#53

www . sekolah.sch. id canonical name = tkjserverOl.sekolah.sch.id.
Name : tkiserver0l.sekolah.sch. id

Address: 192.168.50.1

rontmth5eruernl:fetcfhin4; nslookup =sub ]

SEerver: 127.0.0.1
Address: 127.0.0,1#53

Name : sub.sekolah.sch. id
Address: 192.168.50.1

root@tkjserver0l:/etc/bind# nslookup mail
Server: 127.0.0.1
Address: 127.0.0. 1453

mail.sekolah.sch, id canonical name = tkjserver0l.sekolah.sch.id.
Mame : tkjiserver0l.sekolah.sch. id
pddress: 192.168.50.1

rootdtk jserverdl:setc/bindd _

20. Setelah sukses di server debian, kita harus menguji berfungsi tidaknya DNS di client.



Internet Protocel Version 4 (TCP/IPv4) Properties |i|éj

General

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask yvour network administrator
for the appropriate IP settings.

Obtain an IP address automatically
@ Use the following IP address:

IF address: 192 . 1668 , 50 . 2
Subnet mask: 255,255 .255. 0
Default gateway: 192 .168 . 50 . 1

Obtain DMNS server address automatically

@) Use the following DNS server addresses:

Preferred DMS server: 192,188 . 50 . 1

Alternate DMS server: I S | - S RSN |

[] validate settings upon exit | T

[ Ok ] | Cancel |

21. Pada Client (Windows) Gunakan perintah ipconfig /all untuk memeriksa semua
konfigurasi ip

Adrministrator: CAWindows\system32\emd

icrosoft Windows [Uersion 6.1.76011]
opyright (c? 2009 Microzoft Corporation. All rights reserved.

serssMasterripoonf iy Aall_

Select Administrator: C\Windows\system32\emd.exe

Autoconf iguration Enabled .

Realtek RTLB1BZE-RIL8B18B3E Family PCI-E Fa
: BA-EB-65-B3-79-1C

F 1B Preferred)

Pastikan IP DNS ) ] T OMERLE & BE 168.5
sudah benar HEPY = omae m ome ra LA EE—@3-79-1C

DHE Servers

HetBIOS owver Tcpip.

Connection—specific DHS Suffix
Description « « « « « « « « =« « « = UHMware Uirtual Ethernet Adapter For UMnet]d

22.  Gunakan perintah nslookup untuk memeriksa apakah client sudah berhasil mendapat DNS
Server.



B Select Admini

Hedia disconnected

Microzoft ISATAP Adapter H4d
EE—EB—BE—EB—BB—BB—BE—EB

Hedia State . . . a w wila
Connection— 9pen1F1: DNE Suffix
Dagepiption . . - . - . - = -«

Physical Addres=. . . . . .
DHCF Enabled. . . . s
Autoconf iguration Enahled 3

oo
PR ow
"

WE EE BN WE
2

Yes

G: \users\ﬂaute»>nuloohu-
| : -sekolah.sch

> exit

swlserssHaster>

23. Lakukan pengujian satu persatu dari client. Apabila berhasil maka akan ditunjukkan
sebagai berikut.

Bl Administrator CiWindows\system32\cmd. exe

:\Users\ﬁasteA>nslnnku§ 192.168.58.1
EPVEr: SErv Sekolah.sch-1
ddress: 192.168. Eﬂ 1

ame : servertkjbl.sekolah.sch.id

Address: 192.168.58.1

-\Uﬁersxﬁaste nslookup tkjserverdl.sekolah.sch.id
SEPUEP:  SEpU
Address : 1?2 168.58.1

ame * tkjzerverBl.sekolah.sch.id
Address: 192.168.58.1

-:\Users\ﬁast34>nslnnkup mail.sekolah.sch.id
EPUEFI SEePrUer = -1

ddress: 192.168.50.1

ame : thizerverfl .sekolah.sch.did
ddress: 192.168.5

liases: mail.sekolah.sch.id

-:\Users\ﬁastJr)nslnnkup sub.sekolah.sch.id
erver: sepvePFtR Pl _Sekolah.=ch. i

ddress: 192.168.58.1

ame : sub.sekolah.sch.did
ddress: 192.168.58.1

IC:slzerssMasteprins lookup wew.sekolah.sch.id
EPUER: serue%tRjBI—EEHEIHHTEEHTIH————————;

ddress: 1%72.168.58.1

ame : thkizerverfl .sekolah.sch.did
Address: 192.168.50.1

Mliases: www.sekolah.sch.id

22. KONFIGURASI WEB SERVER

1. Masukan DVD Debian lalu Install paket apache2 dan php5

root@tk jserverol:/etc/bind# apt-get install apache2 phpS_

2. Edit file pada folder apache2/sites-available yaitu file default sesuaikan dengan nama
admin, domain dan subdomain.

root@tk jserverol:Jetc/bind# pico sfetc/apache2/sites-availablesdefault_




GHU nano 2.2.4 jle: setc/ap: sites-avails eSdefault Modified

<Virtualdost s:B0%
- [ ServerAdmin admin@sekolah.sch. id ]

serverName www.sekolah.sch. id
Serverdlias sekolah.sch. id

DocumentRooT SvarsSwww
¢Directory />
Options FollowSymLinks
Allowdverride Hone
<fDirectorys
cDirectory Avarswwws s
Options Indexes FollowSymLinks MultiViews
Allowdverride Hone
Order allow,deny
allow from all
<fhirectory>

ScriptAlias scgi=-bin/ Jusr/libscgi=bin/s
¢Directory "susr/libscgi-bin''s
fllowdverride Mone
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3. Restart service apache2, kemudian edit file pada folder /var/www file index.html
root@tk jserverQl:setc/bind¥ setcsinit.dsapacheg2 restart
Restarting web server: apachez ... waiting

rootdtk jserver0l:setc/bind# pico svarswwws index.html_

GHU nano 2.2.¢ File: /var/www/index.htm Modified

www.sekolah.sch.id berhasil diakses
Thiz is thedefszult wabh prage e thi [axl

The web server software is running but no cogtent has been added, yet.

Kalimat yang  akan
ditampilkan di browser
ketika client berhasil
mengakses web server

Get Help | Hriteout |8 Read File Prev Page Cut Text [ Cur Pos
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4, Pada client (windows), buka browser (internet explorer atau browser lain). Ketikan alamat
www.sekolah.sch.id

(' Ik | L] www.sekolah.sch.id
L

www.sekolah.sch.id berhasil diakses

This 1s the default web page for this server.

The web server software 1s running but no content has been added, yet.

5. Atau karena sudah ada alias ketikan saja alamatnya : sekolah.sch.id



B[ apsvtohschi [+ TS = e ™

| (' "’\. | D sekolah.sch.id

www.sekolah.sch.id berhasil diakses

This 1s the default web page for this server.

The web server software 1s running but no content has been added, yet.

Begitu juga apabila kita mengakses langsung ke IP 192.168.50.1

BRSO 152168501 |-+

€ )9 || O 192168501

www.sekolah.sch.id berhasil diakses

This is the default web page for this server.

The web server software 1s running but no content has been added, vet.

KONFIGURASI DHCP SERVER

root@tk jserver0l: ™% apt-¢et install dhcp3-server

The following extra packages will be installed:
isc-dhcp-server
Suggested packages:
isc-dhocp-server-1dap
The following MEW packages will be installed:
dhcp3-server lsc-dhop-server
0 upgraded, 2 newly installed, 0 to remove and O not upgraded.
Meed to get O B-/403 kKB of archives.
After this operation, 926 kB of additional disk space will be used.
Do you want to continue [¥/nl7? y
Freconfiguring packages ...
Selecting previously deselected package isc-dhop-server.

(Reading database ... 23213 files and directories currently installed.)
Unpacking isc-dhcp-server (from ... isc-dhcp-server_4.1.1-P1-15+squeezed_1386.de
bl

Selecting previously deselected package dhcocp3-server.

Unpacking dhcp3-server (from ... dhcp3-server_4.1.1-FP1-15+squeeze3_all.deb)
Processing triggers for man-db ...

Setting up isc-dhcp-serwver (4.1.1-P1-15+squeezed)

Generating setc/defaultsisc-dhocp-server. ..

Starting ISC DHCP server: dhcpdcheck syslog for diagnostics.

invoke-rc.d: initscript isc-dhcp-server, action "start" failed.
Setting up dhcp3-server (4.1.1-P1-15+squeezed)
root@tkjserverol: ™# _

root@tk jserver0l: ™% cd setcs/dhops

root@tk jserver0l: fetc/dhopd ls

dhclient.conf dheolient-enter-hooks.d dhclient-exit-hooks.d dheopd.cont
root@tk jserverdl: fetc/dhcpd cp dhopd.conf dhepd.conf.bak

root@tk jserver0l: fetc/dhopd ls

dhclient.conf dhclient-exit-hooks.d dhcpd.conf.hak
dhclient-enter-hooks.d dhcopd.conf

rootdtk jserverdl: setcsdhopd

root@tk jserver0l: fetc/dhcpd nano dhcopd.conf_o



GHU nano 2.2.4 File: dhcpd.conf Modified

# optlon definitions common to all supported networks...
# Menuesuaikan domain dan Wama Server by Admin

option domain-name "sekolah.sch.id";

option domain-name-servers tkjserver0l.sekolah.sch.id;

default-lease-time 600;
max-lease-time T200;

# It this DHCP serwver is the official DHCP serwver for the local
# network, the authoritative directive should be uncommented.

# Mengaktifkan official DHCP By Admino

authoritative;

# Use this to send dheop log messages to a different log file {you also
# have to hack syslog.conf fto complete the redirection).
log-facility local?;

# No serwvice will be given on this subnet, but declaring it helps the
# DHCP server to understand the network topology.

TD HWritedut
B Tustify

Get Help
Exit

fa Read File Prey Page Cut Text f: Cur Pos
Ml Hhere Is Mext Page UnCut Tex<tlMl To Spell

GMU nano 2.2.4 File: dhcpd.conf Modified

#szubnet 10.254.239.32 netmask 255.255.255.224 |

# range dynamic-hbootp 10.254.239.40 10.254.239.60;
# option broadcast-address 10.254.239.31;

# option routers rtr-239-32-1.example.org;

#i

# A slightly different configuration for an internal subnet.
# Menuesualikan Konfigurasi untuk Client » LAN (eth1l) by Admin
subnet 192.168.50.0 netmask 255.255.255.0 f
range 192.168.50.10 192.168.50.254;
option domain-name-serwvers 192.168.50.1,172.16.1.1;
option domain-name "sekolah.sch.id";
option routers 192.168.50.1;
option bhroadcast-address 192.168.50.255;
default-lease-time 600;
max-lease-time 7200;
i

# Hosts which reguire special configuration options can be listed in

# host statements. If no address is specified, the address will be
E Get Help [ Writeout [ Read File H Prev Page E cut Text J§ cur Pos
Ewit B Tustify Wl Hhere Is Mext Page UnCut Tex<tlMl To Spell

root@tk jserver0l: fetc/dhopd Aetc/init.d/isc-dhecp-server restart
Stopping ISC DHCP serwver: dhcpd

Starting ISC DHCP serwver: dhcpd.

root@tk jserver0l: fetc/dhopd Aetc/init.d/isc-dhecp-server restart
Stopping ISC DHCP serwver: dhcpd.

Starting ISC DHCP serwver: dhcpd.

root@tk jserverdl: fetc/dhopd —



F .
Internet Protocel Version 4 (TCP/1Pvd) Properties M

General | Alternate Configuration |

You can get IP settings assigned automatically if your network supports
this capability. Otherwise, you need to ask your network administrator
for the appropriate IP settings.

i@ Obtain an IP address automatically
i) Use the following IP address:

@ Obtain DNS server address automatically

(71 Use the following DNS server addresses:

Validate settings upon exit

[ oK J[ Cancel ]

b e e P

Administrator: C\Windows\system32\cmd.exe

C:sUszers Mazter>ipconfig ~all

Windows IP Configuration

Host Mame . . . . . . . . . . . . & Excellent
Primary Dns Swffix . . . . . . . =

Mode Type . . . - . . . . . . - . & Hybrid

IP Routing Enabled. . . . . . . . = Ho

WINS Proxy Enahled. . . . . . . . & Mo

DHS Suffix Search List. . . . . . = sekolah.sch.id

Ethernet adapter Local Area Connection:

Connection—specific DHS Suffix . : sekolah.sch.did
Description . . . . . . . - - - = Realtek RTL81B2E-RTL8B183E Family PCI-E Fa
=t Ethernet WIC (HDIS 6.28>
Physical Address. . . . . BA-EA—65-83-79-1C
DHCP Enabled. . . Ees
es

Autoconf iguration Enabled
Link—-local IPve Address feBA::bh4ad:d65b:84ad:-6ff5x18(Preferred)
IPuv4 Addres=s. . . . . . 1922 .168.58.18(Preferred?
Subnet Mask . . 255 .255.255.8
29 Hopemher 2812 108:47:23

Lease Obtained.
Leaze Expires . 29 Mopemher 2012 18:57:23

Default Gateway 192.168.58.1
DHCP Server . . 122 .168.58.1
234938469

DHCPu6 IAID . . . .
DHCPub Client DUID. BA—A1-BA—A1-16—-BC-CB-29-80-EB-65-A3-79—-1C
DHE Servers . . . . . . . . - - . = 192.168.508.1

172 16.1.1
MetBIOS over Tepip. - - - . - . . & Enahled




[ Metwork Connection De_-t;.iis g1
—— ——
Metwark Connection Details:
Property Value =
Connectionspecific DM...  sekolah.sch.id
Description Realtel RTLE10ZE/RTLE103E Family
Physical Address 00-E0-6R-03-75-1C
DHCP Enabled fes
IPvd Address 152.163.50.10
IPv4 Subnet Mask 255.255.255.0
Lease Obtained 25 Nopember 2012 10:47:23 =
Lease Expires 25 Nopember 2012 10:57:23 1
|Pvd Default Gateway 152.168.50.1
IPwd DHCF Server 152.168.50.1
IPvd DMNS Servers 152 168.50.1
1721611
IPvd WINS Server
MetBIOS over Tepip En...  Yes
Linkdocal [PvE Address fedl: bdad:de5b B4ad:6H5%10 | '
|PvE Default Gateway T
:|-_“_- ] | 3
Cloze

sslzerssMaster»ns lookup
efault Server: tkjserverfl.zekolah.sch.id
ddress: 17Z2.168.58.1

%

root@tkjserverol: fetcsdhepg tail -f svarslibsdhopsdhopd
lease 192.168.50.10 f
starts 4 2012711729 10:56:07;
ends 4 2012/°11729 11:06:07;
cltt 4 2012/11729 10:56:07;
binding state actiwve;
next binding state free;
hardware ethernet 00:e0:85:03:79:1¢C;
uid "sw001%000%3408%003yn054 "
client-hostname "Excellent';
i
lease 192.1658.50.11 §
starts 4 2012711729 10:57:11;
ends 4 2Z012/11/29 11:07:11;
cltt 4 Z2012/11729 10:57:11;
binding state actiwve;
next bhinding state free;
hardware ethernet 00:23:7a:7e:03:8e;
wid "s001N000#ZTN003NE 16"
client-hostname "ELACKEBERRY-2D339'";

.leases



named
M)
named
TEM )
named
M
named
named
named
named
named
eximd

)|

eximd
apache?
apachez
apachez
apachez
apachez
apache?
apachez
dhcpd

1087

1087

1087

1087
1087
1087
1087
1087
1369

1369
2236
2240
2241
224z
2243
2244
2248
2458

[1]1+ Stopped

udp
udp
udp
udp
udp
udp
udp
Lidp
udpi
rau

Lo B o o o e N e Y e T o s

o

o

Active UNIX domaln sockets

Froto RefCnt Flags

unix 2
il

unix
Ui
unix
unix
unix
unix
unix
unix

[ o Y T O R R R R |

[

Ll R R N W W W |

[2]1+ Stopped

]

A
]
]
]
]
]
]
]

bind 220 IPwd 3896 nto
bind 230 IPwd 3898 otao
bind 240 IPwd 3901 oto
bind 250 IPwva 330z 0to
bind S12u IPwA 3888 nto
bind 5130 IPwd 3893 nto
bind GS1du IPwd 3895 otao
bind 5154 IPwd 3897 otao
ehian-exim 3u IPwd 4539 010
ehian-exim 4u  IPvR 45410 0t 0
root 40 IPwG T280 nto
wu-data 4u  IPvR 7280 0to
wu-data 4u  IPvG T280 010
wu-data 4u  IPwG T280 0t
wu-data 4u  IPvG T280 0to
wu-data 4u  IPvR T280 0t 0
wu-data 4u  IPvR T280 0t 0
root Ju IPwd 7835 nto
lsof -1 -n -P | less

root@tkiserverol: setcsdhopd lsof -i -n -P | less_
0 192.168.50.1:53 0,0,0,0:0®
0 172.16.1.2:53 0.0.0, 0%
0 127.0.0.1:53 0.0.0,0:%
0 o0.0,0,0:583680 0.0.0,0:=%
0D o.0.0.0:67 0.0.0,0:=%

312 172.16.1.2:19155 199 .7.83.42:

0Do.0.0.0:111 0.0.0,0:%
0 o.0.0,0:654 0,0,0,0:5*

0 :::53 R
0 o.0.0.0:1 0.0,0,0:®

(servers and established)
Type State I-Hode

DGEGRAM 2330
CC 1] STREAM LISTEMING 3827
DGERAM 3793
DGRAM 7820
DGRAM 4603
DGRAM 3870
DGRAM 3824
DGEGRAM 2335
DGRAM 2334

netstat -an | less

-an |less_

root@tk iserverol:setc/dhcp® netstat

INSTALASI SSH

root@tk jserver0l:™% apt-¢et install ssho

root@tk jserver0l:™% cd setcrsss

sshs ss1/

root@tk jserver0ol: ™% cd Jsetcs/ssh

root@tk jserverol:setcs/sshé s
sshd_config

modul i

ssh_config

s=sh_host_dsa_key

ssh_host_dsa_key.pub
ssh_host_rsa_keuy

TCF

TCP

TCF

TCF
UpDF
upF
uor
uoF
TCF

TCF
TCF
TCF
TCF
TCF
TCF
TCF
TCF
UpDF

53

172.16.1.2:53 (LISTE
192.168.50.1:53 (LIS
127.0.0.1:953 (LISTE

[::1]:953 [(LISTEN)
*:153

127.0.0.1:53
172.16.1.2:53
192.168.50.1:53
127.0.0.1:25 (LISTEN

1:1]1:25 (LISTEN)
80 (LISTEN)
180 (LISTENM

tB0 (LISTEM

]
]
]
tB0 (LISTEN)
]
tB0 (LISTEN)

[

*

*

®1

#:80 (LISTEN
o

m

®

*

ESTRABLISHED

Fath
B/org kernel/udewsude

Svarsrundacpid. socket
Sdevslog

ssh_host_rsa_key.pub

root@tk jserverol:/etcs/ssh# cp sshd_conflg sshd_config.bak
root@tk jserverol:setcs/sshé ls
sshd_config

moduli

ssh_config

sshd_config.hak

ssh_host_dsa_key

root@tk iserver0l: /etcs/sshi _

s=sh_host_dsa_key.pub

ssh_host_rsa_key

root@tk jserverdl: setcsssh# nano sshd_config_

s=sh_host_rsa_key.pub



GHMU nano 2.2.4 File: sshd_config Modified

Package generated configuration file
See the sshd_config(5) manpage for details

# What ports, IFs and protocols we listen for

# FPort 22

Fort 354 #Menonaktifkan_Fort Default ssh 22 menjadi 354
# Use these options to restrict which interfacessprotocols sshd will bind to
#lListenfddress ::

#lListenfAddress 0.0.0.0

Frotocol 2

# Hostkeys for protocol version 2

Hostkey Jetcs/sshrsssh_host_rsa_key

Hostkey setcssshisssh_host_dsa_key

#Privilege Separation is turned on for security
lzePrivilegeSeparation yes

# Lifetime and size of ephemeral wersion 1 server key
KeuRegenerat ionInterval 3600
ServerkeyBits 768

TD HWritedut
B Tustify

Get Help
Exit

fa Read File Prey Page Cut Text f: Cur Pos
Ml Hhere Is Mext Page UnCut Tex<tlMl To Spell

GNU nano 2.2.4 : sshd _config Modified

Hostkey setcssshsssh_host_rsa_key

Hostkey Jetcssshrsssh_host_dsa_key

#FPrivilege Separation is turned on for security
UsePrivilegeSeparation yes

# Lifetime and size of ephemeral wversion 1 server key
keuRegenerationInterval 3600
ServerkeyBits 768

# Logging
SyslogFacility AUTH
LogLewvel IWFO

# Authenticatiaon:
LoginGraceTime 120
# PermitRootlLogin yes
FPermitRootLogin no #Menonaktifkan login langsung root wia ssho
StrictModes yes

RsafAuthentication yes

E Get Help
Exit

TD Hritedut
B Tustify

Wi read File H Prev Page E cut Text J§ cur Pos
Wl Hhere Is Mext Page UnCut Tex<tlMl To Spell

root@tk jserveril: fetcs/ssh¥ Aetc/init.dsssh restart
Restarting OpenBSD Secure Shell server: sshd.
root@tk jserverdl: fetcs/sshi



. B
ﬁ PuTTY Configuration @
Cateqary:
- Session | Eos e s DU e
i Tf---- L_Dglging Specify the destination you want to connect to
?Tﬂlx'l';rboard Host Name for [P address) Port
B 192.165.50.1 354)
- Features Connection type:
5 Window )Raw () Telnet ) Rlogin @ SSH () Serial
F@pea@nce Load, save or delete a stored session
- Behaviour
. roa Saved Sessions
- Selection
- Colours i
Default Settings
= Connection —
- Rlogin
@-55H
- Senal Close window on exit:
() Mways () Never @ Only on clean exit
About [ Open ] [ Cancel ]

The server's host key is not cached in the registry. You

have no guarantee that the server is the computer you

~ thinkitis.
The server's rsa2 key fingerprint is:

ssh-rea 2048 Sedf:d6:51:4 5 d4:10:1F:50:23:f: d0:75: b5 30:9f
If you trust this host, hit Yes to add the key to

PuTTY's cache and carry on connecting.

If you want to carry on connecting just once, without

adding the key to the cache, hit Mo.

If you do not trust this host, hit Cancel to abandon the

connection.

E@ 192.168.50.1 - PuTTY

login as: root
root@ls2.168.50.1"2 password: I




login as: root
root@l82.168.50.1"2 password:
Access denied
root@l92.168.50.1"s password:
Access denied
root@l82.168.50.1"s password:
Access denied
root@192.168.50.1"s password:
Access denied
root@l82.168.50.1"s password:
Access denied
root@ls2.168.50.1"2 password: I

8.50.1 - PuTTY

login as: =iswa
siswal@ls2 . 168.50.1's password: I

swa@tkjserverll: ~

=
EF S

login as: siswa

ziswal@l92.168.50.1"s password:

Access denied

z3iswa@ls2?.168.50.1"'s password:

Linux tkjserver0l 2.6.32-5-686 #1 SMP Mon Jan 16 16:04:25 UTC 2012 i6R6

the exact distribution terms for each program are described in the
individual files in fusr/share/doc/*/copvright.

Debian GHNU/Linux comes with ABSOLUTELY HO WARRAWNTY, to the extent
permitted by applicable law.
zizwal@tkj=serverldl:~% I

siswalltkjserverdl:~% su
Password:
root@tkjserver0l: /home/siswa$ I

B siswa@tkjse

root@tkjserverdl: /home/=siswa$ who

root ttvl 2012-11-259 17:23
siswa pt=/0 2012-11-259 18:19 (152.1e8.50.10)
rootBtkjserverdl: /home/siswa# I

23. KONFIGURASI PROXY SERVER

The programs= included with the Debian GHNU/Linux =zystem are free software;



Masukan DVD Debian lalu Install paket squid

root@tk jserver0l: ™% apt-get install sguid_

Copy file squid.conf =» squid.conf.bak (bertujuan untuk membackup konfigurasi lama
apabila sewaktu-waktu diperlukan - Perhatikan selalu dan pastikan letak file selalu di
folder /etc/squid)

kcut@th?Efrerﬂl:“# cp Setcssguidssguid. conf /etcsznuidfquid,Lnnf.hat_|

Menghapus file squid.conf

root@tk jserver0l: ™% rm fetc/squidssquid.conf_

Membuat file squid.conf
root@tk jserver0l:™# pico fetcs/squids/sguid.conf_

Range IP Address Client

Tulis konfigurasi squid sebagai berikut :
(LAN) }

GMU nano 2.2.4 File: sqguid.conf Modified

acl all =rc all

acl localnet src 192.168.50.0/24 Situs yang akan diblok

acl situs url_regex -1 "/etc/sguidsblokir. fgt” :::‘i’::padaf"'derda”

http_access deny =situs k

http_access allow localnet

http_access allowm all (PortProxyyangdigunakanadalah 3128

http_port 3128 transparent dan proxy yang digunakan adalah
transparent

cache_mem 3 mh

cache_mgr admin@sekolah.sch. id

cache_replacement_policy heap LFUDA
cache_dir aufs scache 1024 24 254
cache_store_log none
cache_access_log Avarslogssquidsaccess. log

cache_effective_user proxy h
cache_effective_group proxy Cache manager
memory_replacement _policy heap GDSF

store_dir_select_algorithm round-robin
visible_hostname www.sekolah.sch. id_

E Get Help B Read File H Prev Page E cut Text [® cur Fos
Exit

Bl Where Is Mext Page UnCut Te<t@@l To Spell
Membuat daftar situs yang akan diblokir

Visible hostsname ]

TD Hritedut
B Tustify

root@tkjserver0l:™4# pico Jetc/souidsblokir.txt_




GNU nano 2.2.4

sub.sekolah.sch. id
wwi . facebook . com
www ., youtube.com

[ Read 3 lines ]
Get Help [ WriteOut |48 Read File Y Frev Fage
Exit Bl Justify Bl Where Is

B Hext Page
7. Buat Folder cache untuk proxy (ingat letaknya harus di folder root)

R Cut Text o
g uncut TextigR] To Spell

FOOTBLE JSErVErOL: # MEOLr fCache_

8. Lanjutkan dengan perintah chown (change owner) pada file blokir. Stop Proxy sementara

untuk membuat swap directory proxy.

root@tkjserverdol:™# chown -R proxy:proxy Jetc/sguidsblokir.txt
raot@tk jserver0l:™¥ chown -R proxy:proxy Jcache

root@tk jserverol:*# setcsinit.d/ssquid stop

Stopping Squid HTTP proxy: squid.

root@tk jserverol:™# squid -z

F012/01/28 12:35:46| Creating Swap Directories

root@tk jserveriol:™¥ _

9. Jalankan kembali proxy dan edit file rc.local tambahkan routing

root@tk jserverol: ™% setc/init.d/sguid start
Starting Squid HTTP proxdy: squid.
root@tk jserver0l:™# pico Jetcsrc. local_

GMU nano 2.2.4 File: setcs/rc.local Modified

#l/bindsh -e

#

# rc.local

#

# This script is executed at the end of each multiuser runlewvel.
# Make sure that the script will "exit 0" on success or any other
# walue on error.

i

i

#

#

In order to enable or disable this script just change the execution
hits.

T

Bu default this =script does nothing.
iptables -t nat -A PREROUTING -p ftcp --dport 80 -J REDIRECT --to-port 3128_
iptables -t nat -A FOSTROUTIWNG -0 ethd -j MASOUERADE

exit 0

B Writeout

B Justify

E Get Help B Read File H Prey Fage E Cut Text
Exit

Wl Hhere Is Newxt Page UnCut Textlil@l To Spell



10. Restart proxy

root@tkjserver0l:"# setc/init.d/squid restart
Restarting Squid HTTP proxu: sguid Haiting. .. ... eennnses done.

root@tk jserver0l: ™8 _

“ http:/fwww.sekolah.sch.id/

1 ERROR: The requested URL could ot . | + | E

L] < sub.sekolah.sch.id

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://sub.sekolah sch.id/

Access Denied.

Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this 1s mcorrect.

Your cache administrator 1s admin@sekolah sch.1d.

Generated Thu. 29 Nov 2012 14:09:51 GMT by www.sekolah sch.id (squid/2.7. STABLE9)

_| ERROR: The requested URL could not ... ERROR: The requested URL could not ... 3

| hittp://fwww.sekolah.sch.id/

ERROR: The requested URL could not ... =

|| 2Y- Google

www facebook.com

ERROR

The requested URL could not be retrieved

The following error was encountered while trying to retrieve the URL: http://www.facebook.com/

Access Denied.

Access control configuration prevents vour request from being allowed at this time. Please contact yvour service provider if you feel this is incorrect

Your cache administrator is admin@sekolah sch.id.

Generated Thu, 29 Nov 2012 14:14:37 GMT by www.sekolah sch.id (squid/2.7. STABLE9)

__| ERROR: The requested URL could not ...

& ) www.youtube.com

| http:/fwww.sekolah.sch.id/ _| ERROR: The requested URL could not ...

C ||~ Google

ERROR

The requested URL could not be retrieved

RROR: The requested URL could not... % | 4+ I

The following error was encountered while trying to retrieve the URL: http://www.voutube.com/

Access Denied.

Access control configuration prevents your request from being allowed at this time. Please contact your service provider if you feel this 1s incorrect

Your cache administrator is admin@sekolah sch.id.

Generated Thu, 29 Nov 2012 14:16:28 GMT by www.sekolah sch.id (squid/2.7. STABLE?)



1354254020, 225
omstavicon.ico - MWOWNES- textshiml
“C

root@tk jserverol: ™% tail -f svarslogs/sgulidsaccess. log

1354198477.951
comAsfavicon.ico - MOMES- text html
1354198585, 286
IRECT/192.1668.50.1 textshtml
1354198583.315
con.ico - DIRECT/192.168.50.1 textshiml
1354198588.822 0 192.168.50.10
ams - MOMES- textshiml
1354198585.849 0 o192.168.50.10
omsfavicon.ico - NOMES- text/himl
1354254012 .237 0 1832.168.50.10
coms - WOMES- textshtml
1354254012.419 0 192.168.50.10
comsftavicon.ico - MOMWES- textshiml
1354254020.173 0 192.168.50.10
oms - MOMES- textshiml

1354254020, 220 0 o192.168.50.10
omsfavicon.ico - NOMES- text himl
1354254020, 225 0 182.168.50.10
omstavicon.ico - MWOWNES- textshiml

1354254012.237 0 192.168.50.10
coms - WOMES- textshtml
13542540172.419 0 o192.168.50.10
comsfavicon.ico - MOMES- text html
1354254020.,173 0 1832.168.50.10
ams - MOMES- textshiml

1354254020, 220 0 182.168.50.10
amstavicon.ico - WOMES- text himl
1354254020, 225 0 192.168.50.10
omsfavicon.ico - WOMES- ftext/himl
C

root@tk jserver0l: ™% tail -f Asvarslogssquids
access. log cache. log store. log

TCF_DEMIED 403
TCF_DEMIED/ 403
TCF_DEMIED/ 403
TCP_DEMIED 403
TCF_DEMIED/403
TCF_DEMIED/ 403

TCP_DEMIED/ 403

TCF_DEMIED 403
TCF_DEMIED/ 403
TCF_DEMIED/ 403
TCP_DEMIED/ 403

TCP_DENIED/403

15358

1560

1540

1562

15358

1560

1560

1540

1562

1538

1560

1560

root@tkjserverol:™# tail -f /varslog/squidscache. log

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

GET

http:
http:
http:
http:
http:
http:

http:

http:
http:
http:
http:

http:

201211430 12:33:42 0 Objects expired.

2012/11430 12:33:42 0 Objects cancelled.

2012,11/430 12:33:42 0 Duplicate URLs purged.
2012/11/30 12:33:42] 0 Swapfile clashes avoided.
2012711430 12:33:42] Took 0.3 seconds ( 11.1 objectsssec).
2012711430 12:33:42| Beginning walidation Procedure
2012/11/30 12:33:42] Completed walidation Procedure
2012711430 12:33:42 | validated 3 Entries

201271130 12:35:42 | store_swap_size = 12k

2012/11/30 12:33:42| storeLateReleasze: released 0 objects

Catatan:

AT

A4 Wi

e

Rl

LT

il

e

AL,

il

e

A Wy

AL,

0 192.168.50.10 TCP_DEMIED/ 403 1560 GET http:/swww.youtuhe.c

0 192.168.50.10 TCP_DEMIED/s403 1562 GET http:sswww.facebook.
3 192.168.50.10 TCP_MISS/Z200 608 GET http:/ youtube.coms - D

1 192.168.50.10 TCP_MISS 404 609 GET http://youtube.comsfavi

.youtuhe.c
Joutuhe.co
facebook.
facebook.
youtube.c
youtube.c

youtuhe.c

facebook.
facebook.
youtube.c
Joutuhbe.c

youtube.c



