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Wireless LAN

» Teknologi yang menghubungkan 2 buah komputer
atau lebih dengan menggunakan media transmisi
gelombang radio.

« Teknik radio tersebut memanfaatkan kelemahan
panca indera manusia.

» Teknologi radio mengabungkan sinyal frekuensi
rendah dan gelombang pembawa yang frekuensi
tinggi ke dalam modulator untuk kemudian d1
konversi ke gelombang elektromagnet dan
dipancarkan ke udara.



Mode Frekuensi

. 802.11b

- Menggunakan frekuensi 2400 MHZ-2485 MHZ dan
bandwith dari 2 Mbps-108 Mbps

- Hanya ada 11 kanal dalam bandwith 83,5 Mhz

- Menggunakan gelombang pembawa 2,4Ghz yang
dikategorikan gratis oleh ITU

. 802.11a
- Menggunakan frekuensi 5,2-5,8 Ghz
. 802.119

— Sama dengan 802.11b hanya bandwith sampai 108 Mbps



Spektrum Frekuensi

THE ELECTRO

MAGNETIC SPECTRUM

Wavelength 10t 1f 1! 1 (VL T [ N 1o S [ S [+ [ AN [ 1 [ s [ L 1
Hn metﬁj} | | ] ] ] ] | ] ) ] | | | |
. . T ) o hiort
Size of a 'L' ;I This F:':lidld i\ljﬁ,nl i Il,_., B
wavelength Basibal Cdl et Ve Prebein Water Molecule
Fommnon -y
name of wave INFRARED ULTRAVICILET "HARLF" X RAYS

BAICROWAVES

IS

TROETT X EAYS

LaARARAS, EAYS

Seurces C@ '
&3
¥ Bl bcrcsmas welar .
k:r::! I..nll-.- pasfa r'::Il---znn : e Light Eadly The ALS A-Ray R['nﬁau:t:
Rashic: Pl backane
{Frequem:y | ! | | | | |
Waes per - -
second) 10° 107 108 10% 10¢ 101 1017 ml% mlq ml.& 10'8 1017 mnﬂs mp} m}u
— —_—
Energy of |praser e
one Phﬂl'nl'l 1 ] | | | | | | | | | |
{alnn:'rmn mlts} 1 D-l} 1 D—E 1 El-? 1 El-l!'l 1 l:l'i' 1 E'-l'-l- 'H:I-:I 'H:I-.:' 1 I:I'.I 1 1 D‘1 'In.:' '”'J:I 1 Dl‘-l- 'I':'J:I 1 D-E:




Pemetaan Frekuensi 2,4 Ghz
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Wireless Data Transport

« FHSS

- Data dikirim dengan melompat-lompat dari satu frekuensi ke
frekuensi lainnya,tergantung dari kondisi frekuensinya. Tersedia
78 kanal dengan lebar kanal masing-masing sekitar 1 Mbps

e DSSS

- Data dikirim langsung pada satu frekuensi tertentu dan tidak

dipindah-pindah. Tersedia 11 kanal dengan lebar masing-masing
22 Mbps

« OFDM

— Mengunakan prinsip FDM ( frekuensi-division multiplexing ) dan
diimplementasikan sebagai komunikasi digital. Mengunakan bit
stream dalam komunikasi datanya.



Fungsi wireless LAN

» Dalam kategori penggunaan wireless LAN , ada 2
penggunaan yang bisa dimanfaatkan :

- Penggunaan wireless LAN dalam ruangan ( indoor )

- Penggunaan wireless LAN luar ruangan ( outdoor ) yang
gunanya untuk menghubungkan dua titik diluar rumah
atau gedung.

« Untuk standar outdoor menggunakan 802.16



Kaidah dalam Wireless

Frekuensi
Tx power
Rx sensitivity

Looses

EIRP

Free Space Lose ( FSL )
Line Of Sight

Fresnel Zone



TX Power

« Radio mempunyai daya untuk menyalurkan sinyal
pada frekuensi tertentu, daya tersebut disebut
Transmit ( Tx ) power dan dihitung dar1 besar energi
yang disalurkan melalu1 satu lebar frekuensi (

bandwith )

« Contoh , satu radio memiliki Tx power +18dBm
maka jika dikonversi ke Watt akan didapat 0,064 W
atau 64 mW.



Perhitungan dB-mWatt

« dBm adalah nilai1 10 log dar1 sinyal untuk 1 mW

« dBw adalah nila1 10 log dar1 sinyal untuk 1 W

« Sinyal 100 mW jika dijadikan dBm akan menjadi :

Persamaan dBm = 10

og 100 (mW) =20 dBm

ImW



RX Sensitivity

« Semua radio memiliki point of no return yaitu
keadaan dimana radio menerima sinyal kurang dari
Rx sensitivity yang ditentukan dan radio tidak
mampu melihat datanya.

« Misal 802.11b mempunyai received sensitivitinya -
78 dBm maka pada level in1 bit Error Ratenya ( BER
) dar1 10-5 (199,999 % ) akan terlihat.

« RX sensitivity akan bervariasi bergantung dari
banyak faktor



EIRP

« Effective Isotropic Radiated Power adalah daya
pancar total perangkat setelah diperhitungkan
dengan antena dan gangguan lainya

o« EIRP = dBm alat + dB1 antena — Losses

» Losses = akibat dar1 konektor , panjang kabel pigtail
dll



_osses Kabel

Setiap transmisi akan kehilangan daya pada setiap
30 meter kabel untuk frekuensi 2.4 Ghz

RG 8 losses 10 dB setiap 30 meter

LMR 400 losses 6,8 dB setiap 30 meter
LMR 600 losses 5.4 dB

Heliax 3/8 “ losses 5,36 dB

Heliax %2 “ losses 3,47 dB 5
Heliax 5/8 “ losses 2,15 dB ﬁ%

Andrew
Corporation
Heliax

Times
Microwave
LMR types




Free Space Loss

« Rambatan frekuensi di udara akan mengalami loss
dengan rumus :

_ FSL (dB)=32,45+201og 10 F (MHZ ) + 20 Log 10 D
(Km)

« Untuk FSL pada jarak 1 km menggunakan frekuensi
2.4 GHz adalah :

_ FSL = 32,45+ 20 log 10 (2400 ) +20 log 10 ( 1)
= 100,05 dB



Line Of Sight

« Aplikasi wireless LAN di luar ruangan harus
memenuhi prinsip Line of sight ( tanpa penghalang )




Fressnel Zone

« Adalah area disekitar garis lurus antar antena yang
digunakan sebagal media rambat frekuensi.

« Secara 1deal fresnel zone harus dipenuha.

« 20 % gangguan fresnel zone akan mempengaruhi
kualitas link namun lebih dar1 itu akan sangat
mempengaruhi.

« Halangan fresnel zone dapat berupa bangunan dan
juga pepohonan ( karena air pada daun akan
menyerap sinyal )



Gambar Fresnel Zone

Fresnel Zone
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Penjabaran Fresnel Zone
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Mengatasi Fresnel Zone

Meninggikan letak posisi antena pada infrastruktur
yang ada

Membangun tower dengan posisi antena pada posisi
tertinggi

Menaikkan ketinggian tower
Meletakkan posisi antena yang berbeda
Membuat repeater

Memotong pohon yang menganggu RF



GPS

« Global Positioning System adalah Alat untuk
mengukur ketinggian dan posisi pemasangan di dua
titik .




Konsep Antena

Antena merupakan device pasif yang hanya mengarahkan
gelombang elektromagnet.

Dalam antena dikenal istilah :

Directionality ( Arah ) dalam satuan derajat

— Omnidirectional ( 360 derajat )
~ Directional (45, 30, 60 derajat )

Antena gain ( penguatan antena )

— Dalam satuan dB ( lebih besar db maka jarak area lebih jauh / luas )
Polarisasi ( arah rambat gelombang )

- Vertikal

— Horisontal



Radiated Power
Pada Antena

Dalam sistem wireless, antena digunakan untuk meng-
konversi gelombang listrik menjadi gelombang
elektromagnet. Besar energi antena dapat memperbesar

sinyal terima dan kirim, yang disebut sebagal Antenna Gain
yang diukur dalam :

dB1 : relatif terhadap 1sotropic radiator
dBd: relatif terhadap dipole radiator
dimana 0 dBd = 2,15 dBi




Jenis —jenis Antena




Polarisasi Antena

©
)
-
@)
N
=
o
I




Sambungan Antena
Sambungan antena harus diperhatikan

FlG 1 ETRETCH T ELOMGATE SEALANT TARE WHILE
WRARPING OWER CONMECTION

Step 1.

Beginning as shown in Fig. 1, by SEALANT TAPE
overlapping half-width, wrap sealant
tape over entire connection.
MATED CORMECTORS
TYRICAL
</ ] [~

.~ 1 e 9

SEALANT TAPE
COVERAGE AREA

ELECTRICAL TAPE
COVERAGE ARER

STRETCH TO ELONGATE ELECTRICAL TAFE WHILE
FIG. .2 WRAPPRNG OVER SEALANT TAPE

StEp 2. SEALANT TAPE /'f ELECTRICAL TAPE

CAVER ENTIRE CONNECTION

(MOT SLPPLIED)

Gently press on the sealant tape,
forming it to the connection, itself
and the cable jackets, as shown
in Fig. 2.

CABLE CABLE



Sambungan Antena
Pemakailan selotape harus betul-betul
diperhatikan

Step 3.

By overlapping half-width, wrap
electrical tape (not supplied) over
the entire sealant tape connection.
While stretching tape, begin at
center of formed sealant tape and
wrap towards one end approximately
one inch beyond end of sealant tape.
Insure tight electrical tape coverage
onto cable jacket. Without breaking
electrical tape, reverse direction and
wrap to other end, again extending
approximately ong inch beyond end
of sealant tape. Again, insure tight

electrical tape coverage onto cable jacket.

Reverse direction again and wrap
glectrical tape to center of connection
and stop.

FlG 3 ELSCTICAL TAFE WIRAPPEL TILT LY ALEMET
' CABLE JRCEET, TYPEAL BOTH ERDE

ELECTHGAL TAFE FONMED OVER
CARLE CARLE
R THRE CONKED TION /
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Jenis — Jenis Konektor




Proteksi Cuaca

Cuaca akan sangat berpengaruh dalam sistem jaringan
wireless maka perlu diperhatikan antara lain :

Konektor harus tertutup rapi dan dilapisi dengan bahan
plastik ( selotip karet )

Persiapkan penangkal petir dan grounding yang baik
pada pemasangan antena di luar ruangan. Ground harus
disambung maksimal 2 meter dar1 bangunan.

Pastikan penggunaan radio yang tepat. Radio outdoor
yang khusus ( kedap Air ). :




Topologi wireless 2,4 Ghz
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Point To Point

Menghubungkan 2 buah alat biasanya jarak jauh dan menggunakan
antena directional

Kedua alat cukup menggunakan lisensi level 4 ( bridge dan station )

Bisa menggunakan propetiery setting ( nstream, custom frekuensi )
Pada AP

— Min lisensi level 4

— Set mode , SSID, band , dan frekuensi

~ Mode = bridge ( hanya 1 client ) #'f \
Pada Client S

— Min lisensi level 4
— Set mode , SSID , band ,frekuensi, dan scan-list
—~ Mode= station

Pastikan frekuensi dalam scan-list



Konfigurasi dan Testing

« Tambahkan 1p address kedua router pada wlan
interface

« Cobalah ping dar1 winbox ke router yang lain

« Router udah siap untuk melewati trafik tetapi tidak
bisa d1 bridge. ( mikrotik station tidak dapat di
bridge )

o Jika di1 bridge pakailah WDS atau EolP



Point to point Dual Nstream

Masing —masing titik menggunakan 2 buah antena
dan 2 buah wireless card

Satu link untuk transmit dan satu link lainnya untuk
receive

Merupakan Mikrotik propetiary setting
Meningkatkan throughput
Wireless delay hampir tidak ada



Point to Multipoint

Digunakan untuk jarak dekat

1 buah akses point dapat melayani beberapa station
Sebagai base station

Mengunakan antena omni atau sectoral

Jika client berada pada satu area bisa menggunakan
flat panel

« Mengunakan standard 802.11 b/g biar semua device

bisa terkoneksi.



Konfigurasi PTMP

Membutuhkan lisensi level 4
Set mode AP-bridge € P
Mode ap bridge dapat dibridge

Mempunyai default autentifikasi untuk mac address
akses list ( hanya radio tertentu yang bisa konek
dengan ap tersebut )



WDS

Merupakan cara terbaik untuk interkoneksi banyak
akses point dalam satu wilayah. Sehingga semua
user dapat bergerak tanpa terputus koneksinya.

Terdir1 dar1 banyak akses point
Topologi Mesh

Akses point harus sama standarnya ( 802.11 ) dan
mempunyai frekuensi yang sama. "

I



Virtual AP ( Vlan)

Dapat membentuk AP pada satu interface wlan
Masing-masing VAP dapat diber1 SSID
Masing-masing VAP dapat diber1 1p address
Sebuah VAP dapat dibentuk menjadi wds

B Wireless Tables
Interfaces Access List | Regitration . Connect List | Security Profiles
T — L _-“' - {

:T_I,Ipe .:MTLI .:M.-’-'-.E.-’-'-.ddress ":Mn:-de .iBand ;i:requenn::
whrelesz [Athero.. 1500 00:80:48:52:84:38  apbr.. 24GH.. 2442MHz

.y




Konfigurasi VAP

B Wireless Tables
Interfaces |'ﬁ3-.'|:n::e;3 List Registration Connect List - Security Prafiles

$- = v % O

|Name -"|T_'.J|:lE! !MTLI |M.&E!—‘-.ddre&3 !Ml:nde |Ear‘u:| |Frequenn:_l,l|SSID

-z wlan Wireless [.-'-‘-.thern:u.. 15EIEI EIIJ EEI 48 52 84 Ei ap bri... 24GH.. 2412MHz Llfn.-'-‘-.l_ises_ ]

- nlans Wireless [athero.,, 15:"] LIEI BEI 48 52 84 EE Slatinn 2 4GH... 2412MHz  Ufodkses I
g-¢wland Wirelesz [Athero. 1600 0080 43:5284:F3  staton  24GH.. 2412MHz  Ufodkzes

M Interface =wland> E|

General  ‘Wireless |'WDS.; Statuz  Traffic 0K

b azter [nterface: learﬂ Cancel

S5ID: W |NUXER Apply
Ares: |_|

Securnty Profile; Idefault

Dizable

Comment

b ax Station Count: IEEI

Proprietary E stensions: Ipnst-E.EI.EE

Diefault AP T Limit: 7|

Diefault Cliert T Limit: [ |

v Diefault Authenticate
¥ Default Forward
™ Hide 551D




Alignment Only

Feature untuk posisi link wireless

Pada mode alignment-only interface akan
mendengar paket yang dikirim pada sebuah AP

dengan frekuensi dan chane

| yang sama.

Audio = sinyal strenght berdasarkan bunyi beeper
diset max , maka frekuensi beepernya diset tinggi.

Jika mengaktifkan interface

aligment-only maka

secara otomatis merubah interface mode dari station
,AP menjadi alignment-only.



o [admin@UfoAkses] interface wireless align> pr
frame-size: 300
active-mode: yes
receive-all: no
audio-monitor: 00:00:00:00:00:00
filter-mac: 00:00:00:00:00:00
ssid-all: no
frames-per-second: 25
audio-min: -100
audio-max: -20

. [aldmin@UfoAkses] interface wireless align> monitor
wlanl



Alignment di winbox

M Alignment <wlan1 >

Address ¢ 551D R Q.. |.-'-‘-.vg. Ru.. LastRx | Tx(Ou.. iLast Tx |Comect | Start
S 00:16:CFE2: 4. -78 0 1.50
S 0019 FC:08:0.. -26 -26 0.02 : Stop
o 00:80:48:47:1... -73 -7 0.22 :
3 0219FC:05:0... 26 26 0.02 : Close
S 0219:FC:05:0... -26 -26 0.02

Settings...

B Wireless Alignment Settings |E|

Frame Size; ISDE‘ QK.

v Active Mode
v Receive all

Filter WAL Address: IDD:DD:DD:DD:DD:DD
v SSI0 Al
Frames per Second; IEE

Cancel

Apply

Audia Manitar; IDD:DD:DD:DD:DD:DD

Audio Mir: |-100

Audio Max: |-20




Keamanan Wireless

Hidden SSID

Disable default authenticate

— Mac address list
WEP

Didepan server VPN

Mengunakan Hotspot




Security Profile

« WEP = Wired Equivalent Privacy

— Enkripsi data hanya pada 802.11 mengunakan static key
- Sangat simple

- 40 bit = mengunakan enkripsi 40 bit ( juga dikenal
sebagai 64bit-wep )

- 104 bit = menggunakan enkripsi 104bit ( juga dikenal
sebagai 128bit-wep )

- Static key = text ( dalam hexa key )
« WPA = Wi-fi Protected Access

- Kombinasi dar1 802.1x, EAP , MIC, TKIP, dan AES




Security Profiles Dalam winbox

I vireless Tables

Interfaces | Access List | R eqistration | Connect List  Security Profiles |

|| =

|Narne , |h-'|n:u:|e
default (gl gt}
profile dunamic keys  WwWPA PSE W tkip tkip

Il Mew Securky Profile x|

General | EAP  Static Keys | 0K,

|.-'l‘-.uth. kMaode |L|r'|in::ast Ciphers | Group Ciphers |"-.-'-.-"P'.-'l‘-. Pre-Shared ... |WPA2 Pre-Shared...

1234567330 1234567530

bMode: I dyrnamic keys

— Authentication Types

v wiPa PSE
[ whPa EAP

v wWPAZ PSE
[~ whPaZ EAP

— Unicazt Ciphers
v tkip

I_ aes CCm

— Group Ciphers
v tkip

I_ aes CCm

WwWiPA Pre-Shared ke |

WPAZ Pre-Shared Key: |

Group Fey Update: |DD:D5:DD

[T RADIUS MALC Authentication




Aplikast WEP Security

B Wireless Tables

Interfaces  Access List  Fegistration | Connect List  Security Profiles

#[=]

|Name i |M|:u:|e !.-“-‘-.uth. tode !Llnil:ast Eiphers!ﬁmup Ciphers |WF‘.¢. Fre-Shared ... |WF'.-“-‘-.2 F're-Shared...|
default none
prafilel gtatic keps op... WA PSE W tkip

tkip

M Security Profile <profile1 =
General EAP  Stalic Keys |

M ame: Ipru:ufile'l

Cancel
M ade: lstati-: kevsz optional ;I Apply

— Authentication Types
IV WP FSE I uiBAr Pok
™ Wi EAR

— rizast Cipherz

¥ tkip B Security Profile <profile1 >
Eenerali EAP  Static Keps |

KewD: |40bitwep | 0x|1234567830
Ken1: Innne ;I EI:-:I
Fep 2 |nu:une ;I I:I:-:I

Kep 3 Inu:une j UHI Remove

Tranzmit ke I kep 0

St Private Fey: Innne ﬂ I:I:-cl




Aplikast WPA Security

B Wireless Tables

Interfaces  Access List  Registration  Connect List  Security Profiles |

{ |M|:u:|e |.i‘-.uth. b ode |L|nin:ast Eiphers|l3n:|up Ciphers |"-.-'-.-"F'.-f‘-. Pre-Shared ... IWF'.E‘-.E F're-Shareu:I...!
none
profile2 dynamic keys  WPA PSK W tkip thip 1234567830 1234567830

B Security Profile <profile2>
General |E.I'1‘-.F"i Static Keys

Mame; ||:urn:nfi|n32

b ode: I-:Iynamiu: keps

— Authentication Tupes
v WP PSK v WPAZ PSE
[~ WP EAP [~ wPa2 EAP

— |Inicast Ciphers
W tkip [T aezcem

— Group Ciphers
W thip [~ aescom

WPA Pre-Shared Key: I'I 2345675890

WPAZ Pre-Shared Fey: I'I 234567890

Group Key Update: IEIEI:EIE:EIEI

[T RADIUS MALC Authentication

Note : Pada kedua router ( AP dan Station set WPA harus sama persis )



Penggunaan WPA Security

M Interface =wlan1 >

General ‘Wireless éData Rates Advanced WDS .. 0k,

Radio Marme: iDDED#BEEE#EB Cancel

b ode: iap bridge Apply

=1 | fv_"inu;-:er Dizable

Band: |2.4GH=-B Commett

Frequency: | 2442
Scan...

Tt |
P |

Freq. Uzage...

Securty Profile: | profiles _
Align...

Frequency Mode: | manual tipower aniff...

Country: | no_country_set SHOORE...

Britenna laam I'_'



Wireless Standards

. IEEE 802.11b

- 2.4GHz, 22MHz bandwidth
— 11Mbit max air rate

- 2.4GHz, 22MHz bandwidth
- 802.11b compatibility mode
— 54Mbit max air rate

o IEEE 802.11a

- 5GHz, 20MHz bandwidth
— 54Mbit max air rate



Band Variations

« Double channel (40MHz) — 108Mbit max air rate
- 2.4ghz-g-turbo
- Sghz-turbo

« Half channel (10MHz) — 27Mbit max air rate

- 2ghz-10mhz

- 5ghz-10mhz
o Quarter channel (SMHz) — 13.5Mbit max air rate

~ 2ghz-5mhz

~ Sghz-5mhz



Supported Frequencies

« Wireless cards usually support the following
frequencies:

— For all 2.4GHz bands: 2192-2539MHz
— For all 5GHz bands: 4920-6100MHz

« Your country regulations allow only particular
frequency ranges

» Custom frequency license unlocks all frequencies
supported by the wireless hardware



Channels- 802.11b/g

o 11 channels (US), 22 MHz wide
« 3 non-overlapping channels

« 3 Access Points can occupy same area without
interfering

2400




Channels- 802.11a

o 12 channels, 20 MHz wide
« 5 turbo channels, 40MHz wide

36 40 42 44 48 50 52 26 38 60 b4

2150 5180 2200 5220 5240 2260 5280 2300 5320 2330

149 192 153 197 160 161

2760 2800

2735 5745 5765 5785 5805 5815




Winbox: Wireless Regulations

’Fl |?| | 110 022377 Memans: 13,8 MiB I:PLI:|3F; (=

% | m

|nterfaces I Intertace =wlani -

Genzia Wirelsss |DataHates aiheanced  WDS L O

il Riarin Hame: [1_Teacke] | Cancel |
Bricig=
. | Mode: | ap hidge x| | Appiy |
Fiouting } S5ID: ¥]an_sb532 Disable |
Ports 255 Talle Band: |5'3H2 ﬂ Comien| |
Queuez Itefgoes  AccessLigt Feoiziraton Frequenc): |515|:| ﬂ
Crvers |¢' Copy bo Accass List |ﬂﬂ Heset Sean List [ | =
. Secuiity Frofile: ||:Iefaut ﬂ
Fila pwlarl  OOOCAZ05001C 00-0C)
Log (’- Frequency Mode: |n:gu|:|t-:|r}l doman -| \Ll
HKMF

Covrtrp: |lab - Sroope...
1 ETE v |uw-: _]
Fadius Bntereva Gain: |3 m 8]

[

Joel OFS Mode: |rada| det=ri
M ew Termnal

Telnet \Cropristary Extenzions: |post-25.25

Fekia Delet AP Tx Fiate: [
Certificate

£ g\

Diefault Cliesw Tw Flate: |_|

Make Supout nf

M anual [« Delodt Authenbcats
E wit [« Dialzudt Faryad
[ Hide 5510

[a i) Su| rUKFing |rur‘rir1g ap




Interface Wireless di Mikrotik

M Interface =wlanl =

General |Wire|ess | D ata Rates | Advanced | wWhs | | QK

M ame: lean'l Cancel

Type: |Wireless [Atheros ARSBET2) Apply

MTU: |1500 Sem—

MalC dddress: IEIEI: a0 48 7EFF3
Caorment

ARP: | enabled =~
Scan...

o | mac 07 0x8, phy:0xd5, 350456, =1 | Fize Usses
Chip Info: a2:1x0, eeprom: DxH003 =1 i s

Align...

POl Info: |nn:05_n
Sriff...

Shooper...

||:|i$al:|led |rur|r'|ing connected o ess




Fitur Wifi di Mikrotik

Il Wireless Tables

Interfaces | A

-

yirtualip + | Type IMTU | MAC Address \Mode |Band | Frequency| 551D |
WS Wirgless [Athero... | 1500 00:30:48:FE:1F:F3  station 24GH.. 2412MHz  compes:-h...
Mstreme Dual




Access Management

. default-forwarding (on AP) — whether the wireless
clients may communicate with each other directly
(access list may override this setting for some
particular clients)

. default-authentication — enables AP to register a
client even 1f 1t 1s not 1n access list. In turn for client
it allows to associate with AP not listed in client's
connect list



I | Wireless Tablas

Wireless Access list

Interlaces Msireme Dual Access List | Reagizstrahon | Connect Lizt | Security Profiles

= — —
=] | [%] o ErE
MAL Address ¢ | Inteface | Sigral Str... | suthentication Fomwading | B2
S 000C: 42:0C: 04:ED mland 120,120 no no !

S 00:0C:42:0C: 0% ED wiland 1200120 pes e

[':I"AD Accoss Rula =00:0C:42:0C-0A:ED -

&

Eitl:rns [1 select=d]

Priseate Kew I_Eq_r:@_ ||La D] !

Frivate Pre Shaed Keyw | !
—#— Time _ _ E
Time: | 05:00:00 |- 18:00:00 I

T [« o o tus [w] ved [wt| thus [w] Fi [ zat

MAC Addiess: !I]EI:EI::-ﬂfE:EIE:D.-'-'I.:ED | Ok
Inkerface: i.f':"_IEf'-l_ " ;_l Cancel

Signal Strength Flangs: | -120.120 ! Apphs
AP T Limit | |- Dizablz
Cliert T Lirit | | - Comment

[ ] Authentication Lopy
[ ] Forwarding FRemove

[dizabied




Wireless Access List

Access list entries are ordered, just like 1n
firewall

"7 AP Access Rule <00-0C-42-0C-0A-ED>

MAC Address:
Interface:

Signal Strength Range:

AP Tx Limit: |
Client Tx Limit: |

Private Key: |
Private Pre Shared Key:

00:0C:42:0C:04:ED
,. wilan

-80.120

v Authentication
v Forwarding

OK

Cancel

Apply

Disable

Comment

RBemove

Fione

- Time




Wireless Connect List

Allow or deny clients from connecting to specific
AP by using Connect list

Connect list entries can be made from the
registration table entries by using action 'Copy to
Access List'

Connect list entries are ordered, just like 1n firewall
Used also for WDS links



[:r Hew Station Connect Rule

&

Interface: | wian

Ok

b4&C Acdress: | 00:02:FF:45:15:43

[w Conrect

SSID: | APDG

Aurza Prefis: |

Cigral Stremghh Range: | -120, 120

Securky Profle: ||:|efau|t

Cancel

ADply

[lzabie

Carmrnant

Copy

Remove

Wireless Connect List

— Mew Station Connect Rule

Interfane: |wlar'|1 0k,
Caddess: Cancel
v Conrect Ay
SSD: | AP2G Dicabie
Area Prefis; | Commatt
Sigral Strength Range: | -75.120 Copy
Securiy Profble: |-:Iefau|t Aemove

— Mew Station Connect Rule
Interface |w|-:|n1 ||; ok
MAT Address | ¥ Cancel
|| {Connect E
SSI0; | - Dicable
Alea Prefix | | - i
Sigral Strengih Range | 120,120 Copy
Secuity Profile | default Ik Fiemove
|




Wireless Connect List

Signal Sti... Secuity ..
120,120 defaul

-120.120 default




Registration Table

CLSTE ST

PR AR

B AF Client 000CH205 5%

-F- shieme  Skatizhos

M AP Cicnt <000 20500 1C=

Signal  Mztreme  Stabstics

Radio Marre: | <_unkneyn Last dctiviye | 0000 : TwfFia Fizter | Bk Carizel
MAL address | D0:OC-4205:00:1 T Signal Shengike | 8 dEim TwiRy Packets: |HH0/794745
Interface: |r~d~:r|'| T Signal Stengik |-53 dRim Tw/Fy Buras |415?E.-"IE‘EI25383??
Uptime: | D0:01:37 Signel To Neise: | 37 db
TwHw Frames: | FE0/ 794504
Ack. Timsout |26 us TwfFs CCO: | 02/95 % ;
. Te/Fik F1ame Rutes |:ESD.J11E|???EI??2
Rout=i0 S Wasice: |2.EI X - Signal Shenglhs
_JRae  swergh | Tt Fis Hun Frames: | 95011754813
AP TiLmit | _BMboe @ SO 0
Gulbm: A Tu/Rs Haw Frame Fytas |5183I].-"IE"IEE4EZ]EI2
Clert Tie Lt | 12Mbps BEL
16Mop: 5O
Lact I7: | Z4pbps  -GONNN
Fhop: R
ABMop: B4
0 AR GiMbp: SO

3 WD5




Rate Jumping

« You can optimize link performance, by avoiding rate
jumps, 1n this case link will work more stable at

36Mbps rate
5% of time >
80% of time

24Mbps 15% of time 48Mbps

- . 36Mbps
.

)
» -

Recalit;ratinn Recalibration



Basic and Supported Rates

Interface “wlan2:- E]

'r'v.-'ireles ddvanced | WLS  Mskreme L., Pal's
« Supported rates — o —
" default & configured
* Apoly
client data rates supporad Ratss B
v 1Mbps: I ZMbps v S.5Mbps M 11Mbps Disabls
o . Supported Rates AfG
[ ] BaSIC rates - llnk W EMbps W 9Mbps W 12Mbps W 1&MEps Camment
W 2aMbps W 26Mbps (F BMbps [ 54I""I|:||:|5:) SCA. ..
d Basic Rates B Freq. Usage...
management ata » 1Mbps [T 2Mbps [T 55Mbps [ 1iMbps |
aligr, ..
Biasic Rates 4G L
rates ¥ oMbps [ 9Mbps [ t2hbps [ 16Mbps sniff..
- 24bps [ 3aMbps | 48Mbps [ 34Mbps SrooDEr. ..

o If router can't send
or receive data at
basic rate — link

goes down

Funning ap




Wireless MultiMedia (WMM)

o 4 transmit queues with priorities:
- 1,2 — background
—- 0,3 — best effort
- 4.5 —video
- 6,7 —voice
o Priorities set by
- Bridge or IP firewall

— Ingress (VLAN or WMM)
- DSCP



Mikrotik Mode Wifi

bridge/ap-bridge — AP mode; bridge mode supports only
oneclient

station — a regular client (can not be bridged)

station-pseudobridge/station-pseudobridge-clone — client,
which can be bridged (1mplements MAC address
translation)

alignment-only — for positioning antennas

nstreme-dual-slave — card will be used 1in nstreme-dual
interface

wds-slave — works as ap-bridge mode but adapts to the
WDS peers frequency

station-wds — client, which can be bridged (AP should
support WDS feature)



Wireless Station

o Joins a Service Set
o Follows the Access Point within the Scan List

o Restrictions based on Connect List



Finding Access Points

~Interface <wlant >

-

Gereral 'Wireless | Date Aales  Advanced  wDS k.
Mode: | slation ¥ Cancal
Bend: | 24GH=B/'G ¥ Lok
Frequency: | 2442 * | MH: _
Dizable
SEID: AP2G s
Conmnery
Hadio Mame: DO0C4A0CE 253
Scan List * ek, )
—IScan =wlant= {running)
Shart
Addrese CEID Band Frequ... Signa..| Radio Mame Routerd. . | » Ctop

aB  000ZEF03:53:18 24GHz-G 2432 -1 &
AR 000XEF-33:CAET  MikraTik  2AGH=-[ 2412 24 'l Lloze
AER 0002 EF 471543 AF2G ZAGHzG 2432 570 00NZ5F4591543 S0betal
ARR O00B:ER 315269 tests 24GHz-[ 2452 3 NONBERAE2RS 2927 Connect
ABF 000B:6B.37.56:34  holzpot 24GHzG 2412 54 HatSpet2 A0betak
ABR O008:6E:37:5B:BY dantars 24GHz-G 2442 -9 besta_ruters 2829
BR 000B:6B:-37:62:70 MikraTik  24GHz-G 2412 A5 00NBGREFFE2YD 2917
aBF 00:0B:6E: 376700  hotzpot 24hHzh 2412 -}/ HospotM an A 0becah
ABR 000B:ER-4D:0223 ap laptep 2A4GH=2-[ 2412 S1 0ONEER4DOZ229 2929
AEF 00:0B:6E:40:0268 hotzpot 24GHz-G 2412 -1 HoSpord 30besak
AEBP 00:0B:ER-AD:0Z293  hotzpot 2AGH=z5 2412 -8 HotSpeth 20betak
AEF 000B.6E.4D:04 28 hotzpot 2AGHzG 2412 -9 HoSpotd 30betak
ABR 000C:42-05:01:39  test_ap 2AGH=[ 2412 A0 ooncA20RmM=9 2914
AR 000C42.05:02:82 Uldms 24GHz-G 2457 SV 000C42050588,  A0betab
ARR 00O0OC4205808F3 Demo 24GHz-[ 2452 A4 10IC420R05F3 2933

22 itemz [ zelected)

(1] F=]mi [=]a|




Konfigurasi Client ( Station )

M Interface <wlanl =

General ‘#ireless | Data Rates | ﬂ«dvanced| WwhS | | 0K

R adio Mame; IF!adi-:u Test Cancel

b ode
SsSiD
Band

Freguency

Scan List;

Security Profile

Frequency Mode

Covrtry

Antenna Gain:

DF5 kode

Froprietam E stenzsions

Default &F Tx Rate:

Diefault Client Tx Rate;

3 I gtation

Apply

: [ TRAINING-UFDAKSES

Dizable

: | 2.45Hz

Comment

| 2442

]

Scan...

3 I default

Freq. Uzage...

aligr...

g I rmanual kspower

Shiff...

i I no_cauntry_zet

Snooper...

|0

b I nane

3 I post-2.9.25

]

]

v Default Authenticate
IV Default Farward
™ Hide 551D

| dizabled |running

\connected to ess




Konfigurasi Wireless Akses Point

I Interface <wlanl =

General “Wireless | Data Rates | Advanced | WhS | | 0K

Radio Mame; IF!adil:u Test Cancel

Mode: Iap bridge Apply

5510 FITHﬁINING-UFDﬂKSES Disable

Band: | 2.4GHzB Cormment

Frequency: I 2442 =
Car...

Scan List: |_|
Freq Uzage. ..

Security Profile; Idefault ,
Align...

Freguency Mode: I rmatiual tepower Shiff..

Country: I no_countryzet Snooper...

&ntenna Gair;

OF5S Mode:

Froprietamy Extensions:

Default 4F T= Rate:

Default Client Tx Rate:

W Default Authenticate
W Default Forward
™ Hide 551D

||:|isal:|led |running |rur'|nir'|g ap




Cara mengkoneksikan Station ke AP

I Interface <wlanl =

e

General ‘Wireless | Data Rates | Advanced | WS | | 0

R adio Marmne: IFladiu:u Test Cancel

Mode: Istatiu:un j Apply
SSI0: pITH.ﬁ.INING-UFD.ﬁ.KSES

[izable

Band: |2.4GHzE

j Caomment
=

Freguency: I 2442

0 e

Scan...
Scan List: |_|
Freq. Uzage...
Securty Profile: | default -
Y | I Align...
Frequency Mode: Imanual Erpoer j Sriff...
Country: Inu:u_u:u:uuntr_l,l_set j Snooper...
.&.ntenna Gain: II:I dB| - Scan .:::wlanl = (running} EI
DES Mode: I j |.i'-.|:||:|ress 4 |SSID |Ban|:| |Frequ...|5igna...|HadiD M arme Hu:uuterEl...| Start
e BR O0:02EF:438E:20 USL-ADI.. 24GHzEB 2417 -394 00026F438E20 2940
Pronrietar Extensions: I oat2 975 j ABR 00:19:FC:05:00:57 24GHz-B 2442 -12 Training 2948
BB - s ABP O0:80:4%.3E.97ED compewn.. 24GHzE 2412 59
I_I ABR 0219:FC:0500:57 TRAIMNIM... 24GHz-B 2442 -13 Training 2948 Close
Default AF Tw Rate: bps
Connect
Default Client Tx Fate: |-| bps

¥ Default Authenticate
¥ Default Forward
™ Hide 551D

| dizabled [rurning lurknown




Mengecek client yang telah berhasil
bergabung dengan Akses Point

B Wireless Tables

Interfaces  Access List  Fegistration | Connect List  Security Profiles

i Copy to Access List | 00 Reset |

| |Interfan:e / IHal:Iin:u Marne |I'-1;'1‘-.E Address E.-'-‘-.F' |T:-:.-"FI:-: Rate |Last .-'-‘-.n::tivit...! Signal Strengt... !WDS L ptirne
i i wilanz 00:80:48:47:10:F0 ho Admbps 0130 ‘64 no 02:05: 44
gpwlan?  000C421B39... 00:0C:421B:33:DF fio 1Mbps/54... 0.240 -28 no 00:10:47




Wireless Distribution System

« WDS link can be created between wireless
interfaces 1in several mode variations:

— bridge/ap-bridge — bridge/ap-bridge

— bridge/ap-bridge — wds-slave

- bridge/ap-bridge — station-wds

« You must disable DFS setting when using WDS
with more than one AP



Simple WDS Topologies

Sy 47
A _ =¥
- ™ >

4 l wds I
q g

bridge



Dynamic WDS Interface

o« WDS can be created between two APs, both
must have WDS (static or dynamic) feature enabled

o APs must have

B Interface <wlanl = x|
Same SSID Or the ﬂdvance\:[}:’fji letreme. Tw Power  Status . J ok I
ode: | dynanic i Cance
“WDS 1 gnore SSID” [A/DS Default Bridge: |bridge? j] Apply
WD Default Cost: [100] Uisstclz
feature enabled WDS Cost Fange: [50-150 Commert
= - Scan...
« We must create a (_E vDo gwessn ) ST
. Align...
bridge to use =3
SnOopEr...

dynamic wds feature

TLnAing ap



Static WDS

To use static WDS

y ] . Bl Interface <wlanl > x|
UScC ap-brldge m()de sdvanced_WDS ) Nareme | T Powe | Status | .. oK
( wDS Mode: | tatic )| cance
Set WDS mode to WDS Defaul Bridge: [none -] Apoh
< - 5, . WS Defaul Cost: |100 Disatle
Statlc and WDS w5 Cost Range: [50-150 Cammznt
. . [ 8/05 [gnore 5310 Y Scan.
default bridge to el
Align..
“none”’ Shiff..
Snooper...

Create static WDS ——

interfaces



Static WDS Interface

H Wireless Tables

Interfaces IA:_:nmLiﬂ Registration Connect List  Security Profiles

Mstreme Dual
R ¢» W‘?"H o
Ra 4-pwds]

dizabled

TUrring

‘ =
| [Type MTU | MAC Address 'Mode Band |Frequency!SSID
Wi R | 12 x
Winloss [Atheio... 1500 I Mew Inter -EIE __I
eo. 1500 General WDS | Traffic 0K
Wireless [Athero 500 2 ]
e PP et teice: RN =] | _cares ||
WDS Address: I{c:limt& MALC address> Apply
Disable
Comment




Station-WDS

wlan wlan
(station-wds) (bridge)
ﬂtfﬁlﬁb“{l NNARS

wds

bridge



Station-WDS

o Use station-wds
mode to create clients
with WDS capabilities

o WDS-mode must be
disabled on the
wireless card

« Now your wireless
interface will work in
the bridge

M Interface =wlan2 =

(

WS Default Bridge: |r'u:|r'|e

wD'S Default Cost: 100

WwDS Cost Fange: |50-150

X
Genera Data Rates  Advanced WDS .. 0k
AadioMame: =7 _<names: Cancel
[M.:.d.:; | stabon wes | Apply
.
Advanced ' Metreme TxPower Staus 0Ok
WS Mode: [dissied v | | Cancel
=l y Apply
Enable
Cernrneni
™ WS Ignore 5510 S5an...

Freq. zage...
align...
3iff...

Srooper. .




Stmple MESH using WDS




Konfigurasi router 1

M |nterface =wlan1 =

General ‘Wireless | Data Rates  Advanced WDS

Fadio Mare
bdode
S5ID
Band

Frequency

Scan List:

Security Prafile

Frequency Mode

Country

Antenna G ain

DFS Mode

Fropretary Extenzions

Default AP Tx Fate:

Default Client Tx Fate:

WDS Setting

Bl |nterface =wlan1 =

-

Advanced  WDS EHs'treme. TxPower  Status

: |003048525433

Cancel

WD'S Mode:

! |a|:| bridge

Apply WDS Default Bridge: |bridge]

. W WDS_TEST

[izable

|2 4GHzE

W5 Default Cost: {100

C t
e WDS Cost Range: [50-150

|2z

Scan...

rl

[ W5 lgnore 5510
Freq. Uzage...

g | defauilt

Align...

: | ranual tepower

Sniff...

: | no_countny_set

IL'|

Snhooper...

| Concel |
| oo |
| Disabe |
| Comment |

ZlhDﬂE

: | pozt-2.9.25

|

|

¥ Default Authenticate
¥ Default Forward
[~ Hide 551D

{rurring

|;£:3a:!s-d

|running ap

=
-

Cancel
Apply
Dizable

Comment

Scan...
Freq. Uzage...
Align...
Sniff...

Shooper...

& [ :
{running {Tunning ap

dizabled




Membuat interface WDS

M [nterface List

+ =] []ls] [

EalP Tunnel o Type MTU  TxRate | RxzRate TxPac.. RxPac..|
IP Tunnel Bridge 1800 6.5 kbps 1402 bps

Bonding Ethernet 1500 B9 kbps 1402 bps

VLAM Ethernet 16800 20kbp:  Obps

Ethernet 16800 20kbp:  Obps

Wireless [Atheros ARB212) 1500 0 bps 0 bps

PPFP Server
PPP Client
PPTF Server
PPTP Client
L2TP Server
LZTP Client
PPPaE Server
PPPoE Client
Bridge
Yirtualap
WS

Mstreme Dual B pew Interface

Gemeral D5 |'Traffin:: l

b azter Interface: lean'l ;I

WS Address: IEIEI:EIEI:EIEI:EIEI:EIEI:EIEI

Dizable
Comment
Copy

R emove

|disahled rtning




Konfigurasi router 2

Interfaces
Wireless
Eridge

Interfaces |Nstreme Dual Acocess List Hegistratilnn_ Connect List | Securty Frofiles

4] —] |+][] a] Find ]

¢ Type Tx FRix |T:-<F'ac...!HﬂPac...iMACAddless Mode |Band |Frequen... |S5ID ||"'i

IP
 Wieless (Aheros ARG Dbps 1 ODOCA21B:330F  ensbled apbri. 24GH.. 2412 WDS TE...

IPvE DR&  4buwds] Obps 424 bps i 1 000

Routing
M |nterface =wlan1= |
Parts

[ueles General ‘Wireless |Data-Halesf Advarced WDS oK
e o TR | | [ Corco
System Band |24GHzB/5 k2 Apply

Files Frequency: | 2412 ||?| tHz
Log

Disable

5SID: |wDS_TEST
SHMP Cornrnent

Radio Hame: I 000C421B390F
| Tarch

Uzers

Scan List:

R adiuz 2 items [1 zelected)

Tools Security Prafile; | default

Mew Terminal Freq. Usage. ..

Frequency Mode: |manual tepioies

Telnet

Courtry: ino_country_set

Pazzword

Certificate Antenna Gain: |0

Shonper...

Make Supout.nf DFS Made: |nane

hanual

Exit

Proprigtary Extensions: ||:|Dst-2.9.25

Wikl Suppart: | dizabled

Default 4P Tx Rate: |

Default Client Tx Rate: |

[w| Default &uthenticate
|| Default Fomward
L] Hide 5510

1 s Start & My ot Command Prompt 3 fre e-Fe, ., £3 antena - Penelus. .. B3 Microscft PowerF. ., i untithed - Paink ™= admi i esktop 68 ff & 11:19aM




Bridge dan mengaktitkan WDS

54 (MikroTik) - WinBox v3.0rc9 on RB192

Interfaces "
- M Interface <wlani>
Wwireless -

Eridge Advanced WDS !.Nstlemei TwPower  Status |

WS Mode: !dynamic Cancel

IP WDS Default Bridge: | bridgsT Apply Bridge | Pats | Fiters Browte MAT | Hosts

IPvE

= []le] =] [ |

WDS Default Cost: |1DD Dizable

TELE |Name 7 iT_l,Jpe

|T:-< Pac... |Fhvc Pac... |MAC Address

| F'r-:-tc-c-:-..." - |

Ports WS Cost Fange: |ED-1 R0 Cormment R +tbridgel Bridge

0 bpz

1]

0 00:0C:42:18:323:0F

Ao

Queues [] WDS lgnore 551D Tarch

Drivers
Scan...
Syztem

Files Freq. Usage...
Log Align...
ShMP Shiff...

Users Snooper...

lidii0ide

R adiuz

Toolz

e T ermninal
Telnet
Pazzword
Certificate
take Supodt.rif
tarual

E it

dizabled Tunning =) Irunning ap

Documents 2 rmand Prompt \ o ) ankena - Penelus. .. B m

& unkitled - Paint

= admin

.
e

& 11:20aM




WDS Interface yang berhasil dibentuk

B Wireless Tables

Interfaces |.-'-‘-.|:|:ess Lizt Registration Connect List_E Security Profiles

]

ilﬂ_ﬂe Type MTU  MAL Address Band Frequenc:yiSSlD
- wland wiireless [Athero... 1500 00:30:45:52:84:55 L. 2.4GH.. 2912MHz WwWD5_TE...

DR&  g-wdsd 1500 00:50; 48:52:54:55




WDS Interface Mode

« Ap-bridge dengan ap-bridge
- Dapat diset frekuensi pada masing-masing AP
- Dapat melayani banyak station
« Ap-bridge dengan wds-slave
— Frekuensi pada slave mengikuti Ap-bridge
- Dapat melayani banyak station
« Ap-bridge dengan station-wds

- Frekuensi pada slave mengikuti Ap-bridge
- Tidak dapat melayani station






Dual Band MESH

AP-Client link

Client1
Mode=ap-bridge AP1

Band=2.4ghz-b/g
Freqgency=2437Mhz
SSID=MESH

WDS link

Mode=ap-bridge
Band=5ghz

Fregency=5600Mhz

SSID=MESH

AP-Client link

AP2

Client2

Mode=ap-bridge

Wds-mode=dynamic-mesh
Wds-default-bridge=bridge1
Bridge=Wireless,Wireless

Band=2.4ghz-b/g
Fregency=2437Mhz
SSID=MESH



MESH Network
C,ienﬂ§ (Hj = .

A%

..-""- - .:.’-. l
i y ,...r"""-.
AP-Client link l
’_¢=—’ AP

AP-AP link B



Fitur Nstream

B Interface <wlanl =

WOS ' w Power  Status

[¥ Enable Paling
Framer Palicy: Ihest fic ﬂ

Framer Limit: |32un

k.

Cancel

Apply

Lhzable

Cornest

Cean. .

Fiea Lzage

Align. .

Skf.

Shooper...

|i:i:-.c|:i|n:-:| running running Sp




Nstreme Protocol

Benefits of Nstreme protocol:
Client polling

Very low protocol overhead per frame allowing
super-high data rates

No protocol limits on link distance

No protocol speed degradation for long link
distances

Dynamic protocol adjustment depending on

traffic type and resource usage



Nstream Frames

o Framer limit = maximal frame size

« Framer-policy = bagaimana mengkombinasi frames

- None = do not combine packet

— Best-fit = put as much packets as possible in one frame
until the limit 1s met but do not fragment packetz

~ Exact-size = put as much packets as possible 1n one
frame until the limit 1s met even 1f fragmentation will be
needed

- Dynamic-size = choose the best frame size dynamically



Konfigurasi Nstream untuk 2 wireless

o Router 1
- Set mode Ap-bridge pada wlanl interface

_ /interface wireless nstream set wlanl enable-nstream=
yes

o Router 2

—- Set mode station pada wlanl1 interface
- Konekkan ke AP

_ /interface wireless nstream set wlanl enable-nstream=
yes

- Kemudian monitor link dengan script :

_ /interface wireless monitor wlanl



Nstreme Dual Protocol




Nstreme Dual Interface

o Set both wireless cards

x
into“nstreme dual slaye” (Gl fenebus Dasfistes St Traie | ok
Tx Radio: |INERTNENENN | | Conce
mode A Radi: [win2 =1 | [ oo |
« Create Nstreme dual Remote MAL: |<Remate Nstreme MAC address> | Disable
TxBand: [5GH: | | [ Comment |

interface (press “plus™

Tx Frequency: [5241]

buttOIl 111 WII’GIGSS Ax Band: |5I3Hz ﬂ

R Frequency: [5181]

interface window)

Frames Pobcy: |I:u33! fit _"_‘]

o Use framer policy only 1f

Framer Limit: |4000

necessary disbled [running




Fitur —fitur dalam wireless

Default forward : mengallow client untuk saling
berkomunikasi

Ack-timeout : acknowlodge code timeout untuka
acknowledgement messages.

Connect list : dapat mengallow atau deny clients yang
terkoneks1 dengan akses point.

Supported —rates : client data rates.
Basic rates : link management data rates

Jika router tidak dapat mengirim atau menerima data pada
basic rate maka link akan down.



Tool dalam wireless

Scan

M Interface <wlan1 =

General ‘Wireless iData Rates Advanced WDS ..

Frecuency Used

Sniffer

Snooper

F adio Name:;

Mode
5510

Band:
Frequency:
Scan List:

Securby Profile;

Frequency Mode;

Country:

Antenna Gain

OFS Maode:

Proprietary E stenzions;

| 008048525438

Cancel

1a|:| bridge

Apply

Finu:-:er

Dizable

2.4GHzB

Comment

2442

n

Scan...

defalt

Freq. Uzage...

Align...

manual tapower

sniff...

no_country_zet

SHooper...

gialyl=

post-2.9.25




Scan = untuk menscan wifi yang ada
disekitar area jangkauan antena

Il Scan <wlan1 > {running)

Address 551D 'Band Frequ... Signa...| Radio Mame Routerd... | Start
ABR 00:13:FC:05:00:57 2 4GHzB 2442 -26 Training 2.9.43
ARBP 00:80:48:3E:97:ED  compes-npdfg  2.4GHz-B 2412 -59 Stop
ABR 0213:FC:0500:57  TRAINING-UF.. 24GHzEB 2442 -25 Training 2.9.48
ABR 0213:FC:05:00:58 BRIDGE 24GH=B 2442 -25 Training 2.9.48 Llose

Connect




Frequency Usage Tool

[ Frequency Usage Gereid Wirelsss  Daa Rales advanced WDS

Monitor looks only for e 262 A

5510 AP Y

—_ Frequency Usage -wilan1> (running)
[EEE 802.11 frames o Bincn
Fiequency [MHz] ¢ | Uzage - E LT 2
| G |

2412 55.2

« Interface 1s disabled 27 312

4EF e
2432 16
243%F 13

during the Frequency e 4

2452 12,4

Comment

Sriff

i,

Snooper.,.

2457 17
2482 37

usage monitor

11 ikemz

dizabled



M Sniffed Wireless Packets

Sniffer = mencapture paket wifi

| Time

* |Interface |Band

wilani
wilan
wlan
wilan
wlan
wilan
wlan
wilan
wilan
wilan
wlan
wilan
wilan
wilani
wilan
wlan
wilan
wilan
wilan
wlan
wlan
wilan
wilan
wlan
wlan
wilan
wlan
wilan
wlan
wilan
wilan
wilan
wlan
wilan
wilan
wilani

2 AGH=E
2 4GHzE
2 4GHzE
2 4GHz B
2 4GHzE
2 4GHzE
2 4GHzE
2 4GHzB
2 4GHzB
2 4GHzE
2 4GHzE
2 4GHz B
2 4GHz B
2 4GHzE
2 4GHzE
2 4GHzE
2 4GHz B
2.4GHzB
2 4GH=zE
2 4GHzE
2 4GHz B
2 4GHzE
2 4GHzB
2 4GHzE
2 4GHzE
2 4GHz B
2 4GHzE
2 4GHzE
2 4GHzE
2 4GHz B
24GHz B
2 4GHzE
2 4GHzE
2 4GHz B
2 4GHzB
2 4GHzE

[ Frequ... Signal .. Rate
-65dBm
-63dBm
-69dBm
-69dBm
25dBm
-25dBm
-25dBm
-25dBm
-24dBm
-25dBm
-32dBm
-32dBm
-32dBm
-32dBm
-65dBm
-65dBm
-68dBm
-26dBm
-25dBm
-25dBm
-25dBm
-26dBm
-25dBm
-25dBm
-26dBm
-26dBm
25dBm
-25dBm
-33dBm
-32dBm
-53dBm
-53dBm
-6ddBm
-26dBm
-25dBm
-27dBm

2412
2412
2417
2417
2437..
2437
2442
2442
2442
2442
2447
2447 ..
2447
2447
2412
2412
247
2437
2437
2437
2437
2437
2442
2442
2442
2442
2442,
2442
2447
2447
242
2412
2417
2437
2437
2442

1Mbpz
1Mbps
1Mbps
1M bpz
1Mbps
1Mbpz
1t bps
1M bpz
1M bps
1Mbpz
1Mbps
1Mbpz
1M bps
1Mbpz
1Mbps
1t bps
1M bps
1Mbps
1Mbpz
1Mbps
1Mbpz
1kbpz
1Mbpz
1Mbps
1Mbps
1tbpz
1Mbps
1Mbpz
1M bps
1Mbps
1Mbps
1hMbpz
1Mbps
1t bpz
1t bps
1Mbpz

Dst.
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:.FF:.FF.FF.FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF.FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF.FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF:FF:FF:FF
FF:FF:FF-FF:FF:FF

_|_Sr|:.

00:80:48:3E:97-ED
00:80:48:3E:97ED
00:80:48:3E:97ED
00:80:48:3E:97ED
02:19:FC:05:00:58
02:19:FC:05:00:53
00:19:FC:05:00:57
02:19:FC:05:00:57
02:13:FC:05:00:58
00:19:FC:05:00:57
00:19:FC:05:00:57
02:19:FC:05:00:57
02:13:FC:05:00:58
02:19:FC:05:00:53
00:80:48:3E:97ED
00:80:48:3E:97ED
00:80:48:3E:97ED
00:13:FC:05: 0057
02:19:FC:05:00:57
00:19:FC:05:00:57
02:19:FC:05:00:57
02:13:FC:05:00:58
00:19:FC:05:00:57
02:19:FC:05%:00:57
02:19:FC:05:00:53
00:13:FC:05:00:57
02:19:FC:05:00:57
02:19:FC:05:00:53
00:13:FC:05:00:57
02:13:FC:05:00:57
00:20:48:3E:97ED
00:80:48:3E:97ED
00:80:48:3E:97ED
02:19:FC:05:00:58
00:13:FC:05:00:57
00:19:FC:05:00:57

| Tvpe
beacon
beacan
beacon
beacon
beacon
beacan
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacon
beacan
beacon
beacon
beacon

M Sniffer =wlan1 =

Proceszed Packets:

Memar Size: :
Memaony Saved Packets:

b emam Ower Limit Packets:

File Size: |
File Saved Packets;

File Owverlimit Packets:

Stream Dropped Packets:
Stream Sent Packets:
File Lirmt; 5

kA ernam Limit;

246 Start
=
e
2
T
s
i

o

—

o

i




Snooper = untuk mencapture paket secara detail tiap
wifl yang berada pada jangkuan antena

"

I Snooper <wlan1> (running)

Mabwarles | 5ations

|Frequency .. © |Band
Gl 2412 2 4GHz...
G 2412 2 4GH=
G0 2412 2 4GH=...
g 2412 2 4GHz
&l 2412 2 4GH=. ..
g 212 24GHz..
# 2417 24GHz...
)] 2452 2AGHz.
fgh
(& 2027 2.4GHz...
(i 2472 24GHz...
o 2472 Z4GHz...
Gl 2472 24GH= .
G0 2432 24GH:...
=] 257 24GH=
G 2437 2 4GH=...
2] 2442 2 4AlGHz. .
G 2442 2 4GH=...
Gl 2442 24GHz..
(& 2447 2AGH=...
(el 2452 2 4GHz...
G 2482 2 AGH=.
E!_]

frafl

T L S Tl N

35 items [1 zelected)

Sunclip e

0 05:6E: 4003 E6
008 -EE- 400329
005 6B 4004, 28,
0 O 42 500139
O 0C: 420528 30
0z08:66: 376700

00z 6F 0B:53148
Ot 02 kF 45:15:43
O 0E: 2E:40: b3 A7
16 BEDS5IL0E
O 02:EB: 27.5E: B4
0143 FOF 781

0k 08:EE: 315261

[ T o I o T o WO o

SEID
hatzoat
huatznot
hwatzoot
test_ap
hotspat
bt

AP
kY AP

lirkaps
dainias

Tacel

tects

[T |

Of Freq, (%) |Df Tra, [%]

0o
0o
1.7

[ 4|

0.0
05

4.5
1.8/

21
153

L5
128

03
1.7
05
23

09|

04

1.9|

1.7
no

oo

0.0
0.0
185
A1
0.0
=

41
A24
25

418
209

on

Bandwidth
0 bps
0 bp=

155 kbps

38 khps
0 bps

4.4 kbpe
24.5 kbps
152 khps

|74 kbps
3.7 Mbpe
4.3 kbps
37 Mbps
20 kbps
147 khps
4.4 kbps
187 kbps
7.7 kbpe
28 kbps
167 kbpe
105 kbps
0 bpe

[ |

. Hatwnllﬁs. S bat:h:un:.;

Geareral Beacon

Fraouency
Band:

Sdoress:
1= |

Of Freg.:
CIF Trat.:
B andwidh:

Slalionz.

S50 zource:
Supoarted Rates:
Bazic Fates

Capahiities:

Hikrotik
2432 MHz
2 AGH=-B A5

O0:C2EF4%: 1543
MP2G

1268%
B14%
2.7 Mbps:
g

beacon
1Mbps Zbp: 5. Ehibp...
1 Mbps 2 bps 5.5Mbp...

ess shork-prearblz




